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Introduction to Enhansoft Reporting 
 
Enhansoft Reporting works with Microsoft® System Center Configuration Manager Current 
Branch (CMCB), Microsoft® System Center 2012 R2 Configuration Manager (CM12 R2), 
Microsoft® System Center 2012 Configuration Manager (CM12), Microsoft® System Center 
Configuration Manager 2007 R3 (CM07 R3), Microsoft® System Center Configuration Manager 
2007 R2 (CM07 R2), and all of their related service packs. Unless specifically mentioned within 
this document, the following information relates to all versions of Configuration Manager 
(CM). 
 
Configuration Manager collects significant amounts of information, however, not all of it is 
available through Configuration Manager’s console or web reports. This is where Enhansoft 
Reporting helps organizations by enhancing and extending Configuration Manager’s value. 
 
Enhansoft Reporting’s over 150 dashboards and reports are sorted into 25 categories. Each 
category is a complete set of dashboards and reports. Most categories will have dashboards 
that start at a high level. From these dashboards you can then drill down to reports about 
specific computers. 
 
For example, “Overall Software Update Status Dashboard,” gives you high level information. It 
will drill down to, “Count of PCs Missing Software Updates by Classification,” which in turn drills 
down to, “List of PCs With a Particular Software Update.” The final report in this series is, 
“Computer Software Update Details by Classification.” 
 
If you need quick answers to the following questions: 

• What is the patch status of a single computer or a collection of computers? 

• How many monitors will need to be replaced when upgrading computers? 

• What monitor resolution is a specific employee using? 

• Who are the local administrators on servers? 

• What shares and share permissions are on workstations?  
Enhansoft Reporting will provide you with this important information all at the click of a mouse! 
 
Enhansoft Reporting’s reports are interactive and can be exported to CSV, Excel, PDF, TIFF, Web 
Archive, and XML file formats. They are also pre-sized, so you can print them on standard-sized 
and legal-sized paper.  
 
Enhansoft Reporting is always expanding based on your feedback, so tell us what you need. 
 

Enhance the value of Configuration Manager with Enhansoft 
Reporting! 
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Trademarks, such as the Enhansoft logo, are trademarks and/or registered trademarks of 
Enhansoft Inc. Any other product and company names mentioned herein may be the 
trademarks of their respective owners. 
 
Copyright © 2006 - 2019 by Enhansoft Inc. 
 
All rights reserved. No part of this publication may be reproduced, distributed, or transmitted in 
any form or by any means, including photocopying, recording, or other electronic or mechanical 
methods, without the prior written permission of the publisher, except in the case of brief 
quotations embodied in critical reviews, and certain other noncommercial uses permitted by 
copyright law.  
 
Disclaimer 
While every effort is made to ensure that the information contained in this document is 
accurate, from time-to-time this product may be updated and/or reports may be added, 
removed, or revised; so, please contact Info@Enhansoft.com to inquire about any changes.  
  

mailto:info@enhansoft.com?subject=Enhansoft%20Reporting
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Using Enhansoft Reporting – ER 

Install Overview 
The following section provides an overview of the minimum requirements and special details 
that are required in order to install Enhansoft Reporting (ER). The ER setup is divided into three 
sections: Site Server, ER Client, and ER Client (Monitors). If you have any questions about the 
install procedure, please contact our support team: Support@Enhansoft.com. 

Site Server 

Site Server Minimum Requirements 
• .NET 4.0 or higher for site server setups 

• .NET 3.5 or higher for client computers 

• System Center Configuration Manager Current Branch (CMCB) 

• System Center 2012 Configuration Manager (CM12) or later 

• System Center Configuration Manager 2007 (CM07) with R2 or later.  

Minimum Hardware Requirements 
The minimum hardware requirements are identical to those defined by Microsoft® System 
Center Configuration Manager. Apart from these hardware requirements, there are no other 
additional requirements for ER. For questions, please contact Support@Enhansoft.com. 

Minimum Permission Requirements 
In order to install ER, the following permissions are required: 

• Ability to create report rights within SQL Server Reporting Services (SSRS) 

• Ability to create client device setting rights within System Center Configuration 
Manager (CMCB/CM12) 

• Ability to edit the Configuration.mof in all versions of System Center Configuration 
Manager and, additionally in System Center Configuration Manager 2007, the ability to 
edit the SMS_def.mof 

• Ability to create stored procedures and functions within SQL Server. 
 
Apart from these permission requirements, there are no other additional requirements for ER. 
For questions, please contact Support@Enhansoft.com. 

System Center (CMCB/CM12) Configuration Manager with a CAS 
When installing ER on System Center (CMCB/CM12) Configuration Manager with a Central 
Administration Server (CAS), please install ER first on the CAS. If you have a requirement to 
install ER on any of your primary sites, please install ER with both the Hardware Inventory and 
the Create Reports setting options.  

System Center (CMCB/CM12) Configuration Manager Standalone Primary  
There are no special instructions for CMCB/CM12 as a stand-alone primary site, except for the 
minimum requirements previously mentioned.   

mailto:Support@Enhansoft.com?subject=Enhansoft%20Reporting%20Install%20Procedure
mailto:support@enhansoft.com?subject=Enhansoft%20Reporting%20Minimum%20Requirements
mailto:Support@Enhansoft.com?subject=Enhansoft%20Reporting%20Minimum%20Requirements


 

Page 14 of 227 

 

Enhansoft – Your IT Asset Retrieval Service & Custom Report Leader 

System Center Configuration Manager 2007 
The installation of Enhansoft Reporting (ER) is a two-step process with System Center 
Configuration Manager 2007 (CM07). For detailed instructions, please contact 
Support@enhansoft.com. In summary, during the first step, you will need to install ER by 
selecting the Import Hardware Inventory setting option. Allow at least one client to inventory 
each report category before continuing. Once the inventory is returned to CM07, re-run the 
setup (C:\Program Files (x86)\Enhansoft\Enhansoft Reporting\Server\), and this time select 
Create Reports.  
  

mailto:Support@enhansoft.com?subject=Enhansoft%20Reporting%20CM07%20Installation


 

Page 15 of 227 

 

Enhansoft – Your IT Asset Retrieval Service & Custom Report Leader 

Install Procedure for System Center (CMCB/CM12) Configuration Manager with a CAS 
or Standalone Primary Site 

1) To install Enhansoft Reporting (ER), place the setup file on the Configuration Manager 

Site Server or CAS. 

2) Ensure that the download is not blocked.  

a. Right click on the ER setup file and choose Properties. 

 
b. Click Unblock (the unblock button will become grayed out). Click OK. 

 

3) Next, double-click on the ER Setup Installer MSI. 
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4) Click Next. 

 

 
5) Accept the license agreement and then click on the Next button. 
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6) Click Next. 

 

 
7) Click Install. 
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8) Import your license key and then click on the Next button. 

 

 

 
9) Click Yes to this prompt. 
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10) Click Next.  
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11) Ensure that Configure Hardware Inventory to Import ER Settings, Create Package and 

Programs, Create SQL Stored Procedures and Create Reports (SQL Server Reporting 

Services – SSRS) are all selected. Click on the Browse button listed under the SSRS 

Reader Group. 
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12) Browse the Active Directory (AD) in order to locate the Configuration Manager SSRS 

account reader group. This is the group that was created which allows the user to view 

CM Report. Once the AD group is selected, click OK to continue.  

If you choose not to enter a Configuration Manager SSRS Report Reader Group, the 
following message will appear: 
 

 
13) Click Yes to continue. 
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14) Click Next to continue the setup. 

 

Note: The ER setup has a checkbox to install the non-RBA reports instead of the RBA 
versions for CMCB and CM12R2.  
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15) Ensure the proper information is detected in the Reporting Services Connection String, 

the Report Folder, and the SQL Port. Click Next.  

 
16) Click Select All in order to install all of the reports in ER; otherwise, select the reports 

individually, and then click Next. 
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17) Once the setup is complete, you can optionally review the setup log file. Note the log 

file’s location for future reference. Click Finish to exit the Enhansoft Reporting Setup 
Wizard and return to the MSI setup.  

 

 
18) Click Finish to exit the Enhansoft Reporting MSI Setup. 
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Verbose Logging for ER Setup 
To enable the verbose logging mode, perform the following: 
 
Open Regedit. 
 
For 32 bit systems, navigate to: 
HKEY_LOCAL_MACHINE\SOFTWARE\Enhansoft\ER 
 
For 64 bit systems, navigate to: 
HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Enhansoft\ER 
 
Add the following string value: Verbose with a value of True.   
 
When you run the ER setup, additional logging will be added. 
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Client Setup 
During the Enhansoft Reporting (ER) site server setup, two client packages are created: the 
Enhansoft Reporting-EWR package and the Enhansoft Reporting-MIR package. This section will 
cover both client packages. First, though, let’s review the minimum requirements. 

Minimum Software Requirements 
In order to determine the ER details for each computer, Enhansoft Reporting-EWR and 
Enhansoft Reporting-MIR require a supported Windows-based operating system (OS) with .Net 
3.5 or higher for client applications. Supported OS are determined by the Microsoft Windows 
Lifecycle fact sheet. If you have questions, please contact Support@Enhansoft.com. 

Minimum Hardware Requirements 
The minimum hardware requirements for the client setup are identical to those defined by 
Microsoft® System Center Configuration Manager. Apart from this minimum hardware 
requirement, there are no other additional requirements for ER. For questions, please contact 
Support@Enhansoft.com. 
 

Deploying the Enhansoft Reporting-EWR Computer and User Programs 
The Enhansoft Reporting-EWR package contains three programs: 
EWRv5-Computer 
EWRv5-Uninstall 
EWRv5-User 
 

 
 
The EWRv5-Computer program will collect information that is related to the following report 
categories: 

• Applications and Packages 

• Local Accounts and Groups 

• Network Interface Controllers 

• Proxy – computer details only 

• Share 

• SQL Server  

• Volumes 
 
The EWRv5-User program will collect information that is related to the following report 
categories: 

• Mapped Drives 

https://support.microsoft.com/en-us/help/13853/windows-lifecycle-fact-sheet
https://support.microsoft.com/en-us/help/13853/windows-lifecycle-fact-sheet
mailto:Support@Enhansoft.com?subject=ER%20Client%20(Monitors)%20Minimum%20Requirements%20
mailto:support@enhansoft.com?subject=ER%20Client%20Minimum%20Requirments
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• Mapped Printers 

• Proxy – user account details only 

• User Programs 
 
The EWRv5-Computer program must be deployed first before the user program (EWRv5-User) 
is deployed. It is recommended that both deployments run on a daily basis to ensure the most 
accurate and current information is captured.  
 
When creating the deployment, it is important to ensure that the Rerun behavior is configured 
with Always rerun program, as shown below. 
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Enhansoft Reporting-Monitors Setup 
The Enhansoft Reporting-MIR setup is a Microsoft Installer (MSI). MIR stands for Monitor 
Information Reporting. During the setup, a package with two programs are created. These 
programs should be deployed to your clients as you would normally deploy any other 
application. 

Enhansoft Reporting-MIR Setup Command Lines 
During the CAS or site server setup, the package and programs are created with all of the 
appropriate command lines. However, if you wish to create your own package the main 
command line switches are listed below.   
 

Command lines are not case sensitive.  
 

/CO - manually set the company name. 

/LK - manually set the license key “xxxxx-xxxxx-xxxxx-xxxxx-xxxxx” 

/ACTIVE – there are three options: 

All – this is the default and will display all Active, Marked Active and Non-Active monitors. 
Marked Active – this will display all Active and Marked Active monitors. 
Active – will display only Active monitors. 

 
/MIR_SHORTCUT – including the command line with “Install” will install a shortcut to the MIR interface.  

On-going Rollout 
We recommend that a daily re-occurring deployment (CMCB/CM12R2/CM12) or advertisement 
(CM07) be created and deployed/advertised to all PCs without ER (monitor) data. This will allow 
for new PCs, as they are rolled out within your environment, to be inventoried once the major 
rollout of Enhansoft Reporting-MIR is completed.  

Enabling Enhansoft Reporting-MIR Client Verbose Logging 
In order to enable the verbose logging mode, perform the following: 
 
Open regedit. 
 
For 32 bit systems, navigate to: 
HKEY_LOCAL_MACHINE\SOFTWARE\Enhansoft\MIR v5 Client 
 
For 64 bit systems navigate to: 
HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Enhansoft\MIR v5 Client 
 
Add the following string value: Verbose with a value of: True   
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On the next Hardware Inventory Cycle, additional logging will be added. 

Enhansoft Reporting-MIR Interface 
The MIR client interface is a tool that can be used to access individual monitor information 
either locally or remotely.  From the MIR client interface, you can also access helpful tools for 
scrubbing monitor data and exporting displayed information to a text file.  
 
If you need to access the MIR client interface, navigate to the install location. The default 
location is: C:\Program Files\Enhansoft\Monitor Information Reporting_v5 Client 
 

  
 
From here you can easily connect to a local or a remote PC’s MIR data by entering the PC’s 
name. Then, click the Connect button to populate the program output fields. 
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Scrubbing Monitor Data  
Removing old monitor data from a PC can be a tedious process as demonstrated by this blog 
post. The MIR client interface, however, allows you to easily remove this data either by using 
the menu option found under the tools menu, or by using the command line switch 
MIR_Interfacev5.exe /Scrub.  
  

Note: PSEXEC is required for administrators to run the scrub feature in interactive mode. 
PSEXEC must be present in the path (e.g. C:\Windows). 
 

The scrub feature will remove all existing monitor data from a PC and allow it to start fresh. 
 

 
 
When monitor data is successfully scrubbed you will see the following message: 

  

It is important to note that a reboot is required to re-populate the monitor data otherwise you 
will see the following message displayed within the MIR client interface. MIR will NOT force the 
reboot of a system once the scrub command is executed.  

 

For more details about MIR’s scrubbing feature see the troubleshooting section.   

https://www.enhansoft.com/blog/cleaning-up-old-pc-monitor-data
https://www.enhansoft.com/blog/cleaning-up-old-pc-monitor-data
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Export Display Data  

 

The Export Display Data feature is useful for troubleshooting purposes. By using this tool, an 
Administrator can specify where to save the exported data in a zip file. This zip file can then be 
emailed to the Enhansoft support team as it will provide relevant information to assist in 
troubleshooting any issues that arise.  

  

mailto:Support@Enhansoft.com?subject=Enhansoft%20Reporting%20-%20Monitors
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MIR Output and Explanations 
 
The following is a MIR output for a Samsung monitor in the client interface. After this 
screenshot, we will go into more detail about each of the fields displayed in the interface. 
 
Please note that you can also see similar information about monitor information (minus the 
connect feature) in the SSRS report Computer Monitor Details.  
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Client Field 

 
 

Use this field to connect to a local or a remote PC’s monitor data. Manually type in another PC’s 
name and then click connect. Appropriate permissions are required.  
 
The default is always localhost which is the PC that the interface is running on. 
 

Monitor Field 

 
 

The Monitor field will show a list of all known monitors on a given PC. All monitors are listed 
independently of their PNPID. In the screenshot above you can see that there are two Samsung 
monitors that were attached at some point to this PC.  

PNPID Field 

 
 

This field displays the monitor’s Plug and Play ID (PNPID). Using the PNIPID is a more accurate 
way of determining the difference between two monitors; even better than the serial number.   

Manufacturer Field 

 
 
This field shows the full name of the manufacturer based on the device’s PNPID. 

Device ID Field 

 
 
The Device ID field indicates the manufacturer’s unique device ID.  
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Model Field 

 
  

This field displays the manufacturer’s model description or the monitor name. 

EDID Version Field 

 
 
This field shows the Extended Display Identification Data (EDID) version and revision numbers. 
This information is useful to know in order to understand which VESA standard is in use for 
each monitor.  

Serial Number Field 

 
 
The Serial Number field indicates the default serial number as defined within the EDID 
standards.  

Serial Number Note 
Not all manufacturers will include the serial number, or they will only provide a portion of the 
serial number. This portion is usually, but not always, a maximum of 13 characters and it is 
typically the last 13 characters of the complete serial number. 

Calculated Serial Number Field  

 
 

Based on the EDID standards for monitors, the maximum serial number length is 13 characters. 
However, as noted above, many monitor manufacturers have serial numbers greater than 13 
characters.  This leaves the question: How can I determine what the complete serial number is 
for a given monitor?  
 
Through a number of processes, we have been able to expand the functionality of MIR to help 
determine the correct serial number, and in some cases even provide almost all of the serial 
number for some manufacturers.   
 
The calculated radio button is used to indicate that the serial number is either confirmed to be 
correct or it is calculated. MIR displays the serial number as it would look on the physical 
monitor itself, except it replaces unknown characters with an “x” in the event that the serial 
number is calculated. 
 

https://www.vesa.org/
https://www.extron.com/company/article.aspx?id=uedid
https://www.extron.com/company/article.aspx?id=uedid
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The default radio button indicates that the serial number is using the EDID standard and is NOT 
confirmed to the complete serial number, or in some rare cases, the serial number is known to 
be an incorrect serial number.  
 
The following screenshots illustrate this point:  
 

  

 
 

 

 

  

  
 

 
Notice the following for each screenshot: 
  

AOC1649 This AOC monitor serial number is confirmed to be correct as 
displayed.  

ACRAD92 MIR expanded the serial number on this Acer model to include all but 
the first two characters. We believe that the first two characters are 
always ET, however, this is pending further research. 

DEL4077  MIR displayed the serial number on this Dell monitor as it would look 
on the physical monitor itself, except unknown characters are 
replaced with an “x.”  

PHL0866 This Philips monitor is an example of a monitor where the serial 
number was not confirmed by the Enhansoft team. Therefore MIR 
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displays the default serial number within the calculated field as 
defined by the VESA standards and marked it as Default. 

 

To submit a serial number to Enhansoft, please see the Submitting Calculated Serial Numbers 
section.  
 

Additionally, in the Serial Number field and the Calculated Serial field, a monitor can be marked 
as either an Internal Monitor or a Virtual Monitor (see the table and sample screenshots 
below). 
 

(Internal Monitor) These are generally all-in-one computers, laptops or tablet monitors.  

(Virtual Monitor) A Virtual Machine (VM) does not have a physical monitor attached to it, 
so its monitor information will be marked accordingly.  

 

Internal Monitor Example 
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Virtual Monitor Example 

 
 

Note: The current monitor resolution, position, power management setting, and connection 
details are not available for a (Virtual Monitor). 

Screen Size Field 

 
 

This field lists the physical dimensions of the monitor in both centimeters (cm) and inches.  

Native Pixel Format Field 

 

The native pixel format, also called, “preferred timing mode,” or, “default resolution,” is shown 
in this field. This information is handy to have because it allows an administrator to determine if 
a monitor’s blurriness is caused by an incorrectly set pixel format. You can compare the Native 
Pixel Format field to the Current Resolution field within the MIR client interface to ensure that 
they match, or use the ER report entitled Non-Ideal Monitor Settings. 
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Most PCs use light-emitting diode (LED) or liquid crystal display (LCD) flat panel monitors, and 
many monitor users do not realize that operating their monitor in a resolution other than the 
native resolution negatively impacts the performance of their LED or LCD flat panel monitor.  
 
Unlike cathode ray tube (CRT) displays, the LCD screen used in flat panel monitors has a fixed, 
predefined pixel format over a set area. When a PC’s resolution is set to the native pixel format, 
this allows for a 1:1 ratio and yields the best results. When the non-native resolution, such as 
800 x 600 is displayed on a 1280 x 1024 native resolution monitor, scaling occurs. Scaling 
adjusts the image to fill the entire monitor screen. This often results in the manipulation of 
pixels to fill the screen, but the manipulation may cause text and images to appear blurry. 

Aspect Ratio and Resolution Acronym 

 
 

The aspect ratio of a monitor is the proportional relationship between its width and height.   
 
The Resolution Acronym field provides the acronym which describes the number of pixels, 
width × height.  
 
These two fields can be used by administrators to help identify monitors that may need to be 
replaced in order to accommodate applications that require a higher resolution or aspect ratio, 
such as AutoCad.    

Monitor State 

 
 
When a system is setup with multiple monitors, it is handy to be able to distinguish which 
monitor is designated as the primary display and which monitors are cloned or mirrored.  

Screen Resolution and Position 

 
 
The Current Resolution field displays the current resolution of the monitor.  
 
All monitor manufacturers provide the native pixel format for a monitor’s display. Using any 
other resolution results in a poorer image. Oftentimes users will notice blurry or obscured text 
and images.  
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The Current Position field gives the “x” and “y” coordinates of a monitor in relationship to the 
top left corner of a primary monitor attached to a computer.  
 
This is useful to know as a way of determining if the current monitor is to the left (negative 
number “y”), right (positive number “y”), top (negative number “x”), bottom (positive number 
“x”) of the primary display (0,0) in a scenario where multiple monitors are attached to a PC.  
 
In order to understand the positioning data, let’s look at the following example. All of these 
monitors have 1920 x 1080 resolution, with the center monitor being the primary monitor.  
 

 Column 1 Column 2 Column 3 

Row 1 

   
Row 2 

   
Row 3 
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In the table below you can see, based on the resolution data, where each monitor is located 
relative to the primary monitor. 
 

 Column 1 Column 2 Column 3 

Row 1 -1920, -1080 0, -1080 1920, -1080 

Row 2 -1920,0 0,0 Primary Display  1920,0 

Row 3 -1920, 1080 0, 1080 1920, 1080 
 

 

Year and Week Fields 

  
 

These fields show the date the monitor was manufactured.  

Manufactured Week Note 
Some manufacturers do not follow the standard for this information and instead display the 
manufactured month and not the ISO week as defined by the EDID standards. This means that 
you might see a higher than normal rate of monitors with weeks numbered 0-12.  
 
If you see, “0,” in the week field, this generally means that the manufacturer set the 
manufactured week as the whole year. If you see the numbers 1 through 12 in this field, this 
generally indicates that the manufacturer set the manufactured week as a month rather than a 
specific week. 
 

 

Active Monitor State Field 

 
 

For a monitor to be displayed as Active in this field the PC must be running Windows Vista, 
Windows 7, Windows 8.x, Windows 10, Windows Server 2008, Windows Server 2012, and 
Windows Server 2016. On these Operating Systems (OS) we can determine which monitor is 
truly active compared to those that are marked active, but are really false positives. 
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Setting Meaning 
Active This monitor is truly active. See the note above regarding Windows Vista, 

Windows 7, Windows 8.x, Windows 10, Windows Server 2008, Windows 
Server 2012, and Windows Server 2016 only. 

Marked Active This monitor is marked as active. This option should only be seen if a PC is 
running Windows XP or Windows 2003. 

Non-Active  This monitor is not active. 

  

False Positive Note for Windows XP or Windows 2003 
A false positive occurs only when Windows XP or Windows 2003 declares a monitor as active 
when in fact it is not active. There are many reasons why this occurs, however, the two most 
popular reasons are: 
  

• the OS crashed and a new monitor replaces the original monitor 

• the PC is imaged and the active monitor flag does not always get cleared 
 

Unfortunately false positives will continue to exist and this is why we created a Scrub feature. 
The scrub feature will remove all existing monitor data from a PC and allow it to start fresh.  
 
It is not possible to have false positives with monitors displaying “Active” within the Active 
Monitor State Field on Windows Vista, Windows 7, Windows 8.x, Windows 10, Windows Server 
2008, Windows Server 2012, or Windows Server 2016. 
 

Power Management Options Field  

  

What are these four monitor power management options and what do they mean?  
 

Mode  Power  Approximate Recovery Time  

Standby  < 80%  1 Second  

Suspend  < 30W  5 Seconds  

Active-off  < 8 W  20 Seconds  

On  100%  0 Second  
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All monitors (even virtual monitors) have the, “On,” state, however, you can see in the chart 
above how significant power savings could be achieved if all monitors were set-up to use either, 
“Suspend,” or the, “Active-off” mode. For more details please see the blog post: Monitor Power 
Management Options.  
 
Note: If a monitor has more than one power management setting, only the most efficient 
setting will be counted. There is no way for ER to determine what setting is being used as this is 
set via the PC’s power management policies. Power Management Setting Reports. 
 

Video Connection 

 
 
This field displays the type of connector a video output device uses to connect to the external 
display device. 
  

https://www.enhansoft.com/blog/pc-monitor-power-management-options-update
https://www.enhansoft.com/blog/pc-monitor-power-management-options-update
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ER Report Descriptions 
For many of the categories in ER (Adobe, Configuration Manager Site, etc.) there are “Count” 
dashboard reports that will drill through to “List” reports for more detailed information.  From 
these “List” reports there are often times an option to drill through to yet another report for 
individual computer details.    
 
Where appropriate, report features include:  

• Alternating Line Colors 

• Associated Charts 

• Collection-Based Filtering* 

• Interactive Sorting 

• Role-Based Administration (RBA) 
 
* It is now possible to distinguish between user and device collections in CMCB and CM12, so 
many of ER’s reports will only show the appropriate collection. For example, in the Share 
category of reports, only device collections will be displayed. There is no change for CM07; all 
prompts will display all collections regardless of type. 

Role-Based Administration (RBA)  
RBA was introduced in System Center 2012 Configuration Manager (CM12). However, reporting 
did not use the RBA feature until System Center 2012 R2 Configuration Manager (CM12 R2).  
 
Starting with CM12 R2, all Enhansoft reports leverage the RBA feature that is included within 
CMCB and CM12 R2. No longer will customers need to create special reports for various 
business units within their organization. By using RBA with your Enhansoft product, CMCB and 
CM12 R2 Administrators can enable RBA roles, so that one business unit cannot see the 
PCs/users from another business unit in both the Configuration Manager console and SSRS 
reports.  
 

If you have CM12 R2 or above, and do not wish to install the reports that leverage RBA, please 

see Force Install of Non-RBA Reports. 
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Adobe 
This category of reports will display details about Adobe licensing within your Configuration 
Manager environment.  
 

Count of Adobe License Types  
This report will return an overall count of Adobe retail and volume license types. This report will 
drill through to List of PCs by Adobe License Type, which in turn will drill through to a further 
report, Computer Adobe Details. 

 
 

 

List of PCs by Adobe License Type will provide you with a list of PCs that have a 
particular Adobe license type installed. This report will drill through to Computer Adobe Details.  
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Count of Adobe SKUs returns a count of Adobe stock-keeping units (SKUs) within your 
environment. This report will drill through to List of PCs by Adobe SKU, which in turn will drill 
through to a further report, Computer Adobe Details.  

 
 

 

 

List of PCs by Adobe SKU will provide you with a list of PCs that have a particular Adobe 
SKU installed.  This report will drill through to Computer Adobe Details.    
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Computer Adobe Details is the final drill through report from List of PCs by Adobe License 
Type and List of PCs by Adobe SKU. 
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Applications and Packages 
This category of reports will provide you with information about which Configuration Manager 
applications and packages were deployed to Configuration Manager clients. This information is 
useful in order to understand how and when an application and package was deployed to a 
computer. Once this category of reports is installed, you can also create a collection with all of 
the PCs that have a particular application or program. More details 

  
Count of Applications returns a count of applications and packages installed within your 
Configuration Manager environment.  Drill through from this report to List of Computers by 
Application, which in turn will drill through to a further report, Configuration Manager Package 
and Application Details. 
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List of Computers by Application returns a list of PCs with a particular application. This 
information is useful as it will allow you to locate all computers that have a particular 
application installed. From this report, you can drill through to Configuration Manager Package 
and Application Details. 

 

 
 
 
 

Configuration Manager Package and Application Details is the final drill through 
report from List of Computers by Application. This report provides information about each 
deployment to a computer. This is useful in order to see a history of all applications and 
packages deployed to a computer. 
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Computer 
In this category of reports you will find handy information about your computers. This category 
includes reports that will tell you what user is logged on to what computer and the, “All-in-One 
Computer View,” report. This report shows you the main details about a computer all in one 
spot. Everything from hardware details to what software updates are missing to what software 
is installed. 

Collection Details 
At-a-glance, Enhansoft’s Collection Details SCCM report shows you all of your collections, the 
number of computers within each collection and how many maintenance windows exist for 
each collection. Even more details are revealed simply by expanding on a collection’s name. 
 
Once a collection is expanded, important information about each maintenance window, such as 
the name of the maintenance window, how often and when it occurs, how long (in minutes) it 
lasts, and the type of maintenance window (all deployments, software updates, or task 
sequences) is displayed. After seeing this information, you can then expand each maintenance 
window to see what computers belong to the collection. 
  
The full report set allows you to drill through on a computer name to see the collection 
membership and maintenance windows for that specific computer.  
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Computer Collection Details 
In this report you can see what collections a particular computer belongs to and what 
maintenance windows apply to each of those collections.  
 

 
 

Locate Computers by Username 
This report allows Service Desk team members to enter part or all of the user name in order to 
locate what current computers the end user is logged on. The Service Desk team can also see 
what computers the user has logged on to in the past 90 days.  
 
Please note that this report is designed for use with SCCM current branch 1806 or later. 
Starting with SCCM current branch 1806, using the fast channel details, you can see in the 
SCCM console who is currently logged on as a user next to the computer names within the 
device collection. You no longer have to wait up to seven days for this information to show up 
within the SCCM console. Instead, this new feature gives you current logon user details in less 
than a minute!  
 
The Locate Computers by Username report is specially-designed for those that don’t have 
access to the SCCM console, but even SCCM Admins will find it beneficial. This report helps to 
improve front line support times by eliminating the long steps needed to figure out a computer 
name. Instead, you can now get to the heart of the matter in no time. 
  
Starting on the left-hand side of the report, next to the list of computer names, is the online 
status of each computer. Green stands for online, the color grey means that a computer is 
offline, and the color black stands for unknown. Next to the Computer column are additional 
user details. Here you can see who is currently logged on to each computer, as well as, the last 
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user who logged on to each listed computer. Finally, the last columns show who the top 
console user is and that user’s last logon date.  
 

 
 
You can click on any computer name and drill through to another report called the, All-In-One 
Computer View report. That report will allow you to see more details about that specific 
computer. 
 

 

All-in-One Computer View 
This report gives a summary of details about an individual computer. Installed drives, software 
update status, and installed programs are just some of the details found in this report. Many 
sections are collapsed by default, so once you expand a section the results are revealed.  
 
In the sample report screenshot below, all sections are expanded (the report is actually eight 
pages long). When each section is collapsed, however, the report fits neatly onto one single 
page.  
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Computer Details 
This category contains one report. The Computer Details report is designed to mimic the 
beloved old Configuration Manager 2007 ASP Computer Details report in which you could 
access all computer-specific reports from one place.  
 

Computer Details 
This report lists all available reports (the built-in Configuration Manager reports, Enhansoft 
reports, and some 3rd party vendor reports) by category for a specific computer; this allows for 
quick access to these reports. 
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Configuration Manager Site 
This category of dashboards and reports will provide you with more details about your 
Configuration Manager environment. Many of the dashboards and reports in this category are 
designed to allow a Configuration Manager Administrator to review the health and status of the 
Configuration Manager environment without having to access the console. These dashboards 
and reports can be emailed to an Administrator at scheduled times.  
 
 

Count of Clients vs Non-Clients by Domain  

This report displays a count of PCs that have the Configuration Manager client installed 
compared to the number of PCs that do not have the Configuration Manager client installed. 
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Count of Devices Discovered in the Past 7 Days provides a count of total objects 
(PC/User/Group) discovered by each discovery method in the past week within Configuration 
Manager.  

 
 

Last Collection of Update Times 

This report provides details as to when each collection was last updated along with when the 

membership last changed.  
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List of Advertisement Properties returns a list of advertisements and indicates how the 
advertisement behaves.  

Column Heading Action 

Immediate Immediately announces the advertisement to the user. 
On System Startup On system startup announces the advertisement to the user. 
On User Logon On user logon announces the advertisement to the user. 
On User Logoff On user logoff announces the advertisement to the user. 
Windows CE Device client advertisement. 
Do Not Fallback Do not fall back to unprotected distribution points. 
Enable TS From CD & PXE The task sequence is available to CD, DVD, USB and the pre-boot 

execution environment (PXE) service point. 
Override Service Windows In announcing the advertisement to the user, overrides 

maintenance windows. 
Reboot Outside of Service 
Windows 

Allows a reboot to occur outside of maintenance windows. 

WOL Enabled With WOL (wake on LAN) enabled, announces the advertisement to 
the user. 

Show Progress Showing task sequence progress announces the advertisement to 
the user. 

No Display No interface is shown to the end user. 
On Slow Network Over a slow network, this assignment is mandatory. 
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Site Health Status 
Do you know your system’s site health? With this report, you will be able to very quickly tell the 
status of your Configuration Manager back-ups, components, WSUS synchronization and 
package deployments.  
 
Each area of concern is listed in order of importance, and each status (Good, Warning, Potential 
Error, and Error) is color-coded for easy reference.  
 
If Site Health Status detects one or more issues within Configuration Manager backups, 
components, WSUS synchronization or package deployments, the color-coding displayed will 
either be yellow, pink or red.  
 
From this overall picture of your site health, you can drill through to detailed reports about 
each area of concern to see what is happening and then begin your troubleshooting.  
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List of Backup States by Site is designed to show you the backup status health of your 
hierarchy. The Configuration Manager backup component status is reset at midnight, which 
means that if an error occurs between the last time an Administrator reviewed the component 
status and midnight, this error will be missed. However, there are cases where a backup 
component appears to be OK when, in fact, there could be issues. Our report will help point out 
systems with potential problems and allow you to make an informed decision. 
 
In this screenshot, you see a parent and child site. 
 
 

 
 
 
 

Component Health States by Site 

This report is designed to show you the overall component health of your hierarchy.  
Configuration Manager component status is reset at midnight, which means that if an error 
occurs between the last time an Administrator reviewed the component status and midnight, 
this error will be missed. In many cases, this is a non-issue as the error will likely re-occur 
thereby bringing this issue to the Administrator’s attention. However, there are cases where a 
component appears to be OK when in fact there could be issues. Our report will help point out 
systems with potential problems and allow you to make an informed decision. 
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List of WSUS Sync States by Site is designed to show you the WSUS sync states of your 
hierarchy. Configuration Manager WSUS Sync component status is reset at midnight, which 
means that if an error occurs between the last time an Administrator reviewed the component 
status and midnight, this error will be missed. However, there are cases where a WSUS Sync 
component appears to be OK when in fact there could be issues. Our report will help point out 
systems with potential problems and allow you to make an informed decision.  
 
In this screenshot, you see a parent and child site. 
 

 
 

 

Package Status enhances System Center Configuration Manager’s package status 
information by using color-coded identifiers to help users quickly determine package problems. 
There are three major color enhancements: RED – indicates that the deployment of the 
package failed on one or more Distribution Points (DPs), YELLOW – indicates that deployment is 
retrying on one or more DPs, LIGHT RED – indicates that the target number of DPs does not 
match the number of installed DPs. In addition to these three major color enhancements, gray 
and white are also employed to make reading the report easier. 
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SCCM Client Health Dashboard 
You can turn to this report to quickly see how many computers are missing the SCCM client, the 
number of clients that are connecting to SCCM, but have outdated agents, and which clients 
have outdated hardware inventory. This dashboard even gives you a summary of each client’s 
health status based on the Client Check information found in SCCM. 
 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://docs.microsoft.com/en-us/sccm/core/clients/manage/monitor-clients#BKMK_ClientHealth
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List of Computers by SCCM Client Version  
This report will provide you with a list of computers by SCCM version numbers. This is useful 
because it will allow you to know which computers should be upgraded to the latest SCCM 
version.  

 
 

List of Computers by SCCM Client Health Status 
This report provides you with a list of computers by SCCM health state. This is useful to know as 
you can quickly see what computers are in an unhealthy state and then take the appropriate 
action. 
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Dashboard 
Similar to the Configuration Manager Site category of reports, this category of dashboards and 
reports will provide you with more details about your Configuration Manager environment. 
Many of the dashboards and reports are designed to allow the Configuration Manager 
Administrator to review the health and status of the Configuration Manager environment 
without having to access the console. Additionally, Administrators can email these dashboards 
or reports at scheduled times.  
 

Advertisement Home Page 

This report is designed to mimic the Advertisement Home Page within the Configuration 
Manager console with one notable difference. This report provides a visual cue (LIGHT RED) to 
identify those advertisements that are disabled. 

 
  

Advertisement Metric Dashboard shows the status (Succeeded, Reboot Pending, 

Running, Accepted - No Further Status, Waiting, Retrying, Failed, Will Not Rerun, Cancelled, and 

No Status) of the advertisements deployed by the System Center Configuration Manager team 

in a series of 30-day increments. This report will drill through to List of PCs by Month and 

Advertisement Status, which in turn will drill through to a further report: Computer 

Advertisement Status. 

Each of the results is color-coded for easy reference: 

Succeeded  Green 

Reboot Pending  Teal 

Running Cyan 

Accepted - No Further Status  Blue 

Waiting Yellow 

Retrying Pink 

Failed Red 

Will Not Rerun Orange 

Cancelled  Brown 

No Status Gray 
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List of PCs by Month and Advertisement Status will provide you with a list of PCs with 
a certain status (Succeeded, Reboot Pending, Running, Accepted - No Further Status, Waiting, 
Retrying, Failed, Will Not Rerun, Cancelled, and No Status) during a particular 30-day period. 
This information is useful when troubleshooting client advertisement issues, and to ensure that 
you have successfully deployed applications. By the way, a report like this could take you 
anywhere from four to eight hours to create. This report will drill through to Computer 
Advertisement Status. 

 
 
 
 
 

Computer Advertisement Status allows you to view details like User Name, 
Advertisement Name, Last Status, Last Result, Date, and Context about a selected computer. 
This information is useful for troubleshooting client advertisement issues by allowing you to 
understand if there is a problem with a PC or with the advertisement itself. This is the final drill 
through report from List of PCs by Month and Advertisement Status. 
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Collection Dashboard 

This report is designed to mimic the Collection Dashboard within the Configuration Manager 
console with one key difference. This report will show all collections including all sub-
collections. 

 



 

Page 66 of 227 

 

Enhansoft – Your IT Asset Retrieval Service & Custom Report Leader 

Collection Metric Dashboard shows the action (Create, Edit, or Delete) taken by the 

System Center Configuration Manager team in managing the lifecycle of packages over a series 

of months.  

Each of the actions is color-coded for easy reference. Create = GREEN; Edit = STEEL; Delete = 

MAROON. 

This report demonstrates the level of effort performed by the System Center Configuration 

Manager team in the full life-cycle management of applications deployed for an organization. 

This report also allows you to drill through to a more detailed report about collection actions. 
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Collection Action Details is the final drill through report from Collection Metric Dashboard. 
This report allows you to see what collections (including collection IDs) were created, edited or 
deleted, and who performed these actions. You choose which action is depicted in the report.  

 
 

Desired Configuration Management Dashboard 

This report is designed to mimic the Desired Configuration Management Status Summary Home 
Page within the Configuration Manager console. There are four levels of severity: None, 
Informational, Warning, and Error. In the following screenshot, the minimum severity level is 
set to “None” which will show all four levels of severity. 
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DP Status Summary 

The DP (Distribution Point) Status Summary report is a three-part dashboard report. The first 
part returns a summary of the online status for your Distribution Points (DPs). The second part 
displays the Deployment Status for applications, software updates, and OS deployment 
packages being deployed to your DPs. The third part shows you the free disk space percentage 
(0%, 20%, 40%, 60%, and 80%) for all DP drives.  
 
This report is configured to auto-refresh every 10 minutes. Configuration Manager 2012 R2 or 
later is required.  
 
This report has three drill-through reports: Online Status of DPs by Collection, Package 
Deployments to DPs Based on Status and Collection, and Free Disk Space of DPs by Range. 
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Online Status of DPs by Collection  
This report is similar to the Online Status of Computers by Collection report which is in the 
Software Update category. The difference between these reports is that this one will only show 
the online status of DPs. This report will allow you to quickly review the status of your DPs 
without having to sort through all of the computers within Configuration Manager.  
 
Status icon color chart: 

Color Meaning 

Green Currently online 

Gray Offline 

Black Not seen by Configuration Manager, or offline for a long 
period of time. 

 

 

 
 

 

 

 

Package Deployments to DPs Based on Status and Collection  
This report will list all deployments to DPs with a particular status within a specific collection. 
This report will help you to quickly identify what deployments are having issues. 
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Free Disk Space of DPs by Range  
This report will list DP (Distribution Point) drives that fall within the following available free disk 
space ranges: 
 

• 100%-80% 

• 79%-60% 

• 59%-40% 

• 39%-20% 

• 19%-0% 
 
This report allows Configuration Manager Administrators to proactively manage DPs and 
resolve any problems before they become major issues within the Configuration Manager 
environment. 
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OS Deployment Dashboard 

This report is designed to mimic the OS Deployment Home Page within the Configuration 
Manager console by making it easier to read and understand. 

 
  

 

Package Home Page 

This report is designed to mimic the Package Home Page within the Configuration Manager 
console with one key difference. This report will show all packages including those within any 
folder. 
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Package Metric Dashboard shows the action (Create, Edit, or Delete) taken by the System 

Center Configuration Manager team in managing the life-cycle of packages over a series of 

months.  Each of the actions is color-coded for easy reference. Create = GREEN; Edit = STEEL; 

Delete = MAROON. 

This report demonstrates the level of effort performed by the System Center Configuration 

Manager team in the full life-cycle management of applications deployed for an organization.  

This report also allows you to drill through to a more detailed report about package actions.  
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Package Action Details provides you with detailed information about specific package 

actions (Create, Edit, or Delete) taken within your environment. This report allows you to see 

what packages (including package IDs) were created, edited or deleted, and who performed 

these actions. You choose which action is depicted in the report. This is the final drill through 

report from Package Metric Dashboard. 
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Program Metric Dashboard shows the action (Create, Edit, or Delete) taken by the System 

Center Configuration Manager team in managing the life-cycle of packages over a series of 

months. Each of the actions is color-coded for easy reference. Create = GREEN; Edit = STEEL; 

Delete = MAROON. 

This report demonstrates the level of effort performed by the System Center Configuration 

Manager team in the full life-cycle management of applications deployed for an organization.  

This report also allows you to drill through to a more detailed report about program actions.  
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Program Action Details is the final drill through report from Program Metric Dashboard. 
This report allows you to see what programs (including program IDs) were created, edited or 
deleted, and who performed these actions. You choose which action is depicted in the report.  
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Software Distribution Status (Top 10 & Last 7 Days) 
This report is designed to mimic the Software Distribution Status Dashboard within the 
Configuration Manager console by making it easier to read and understand. As a bonus, you 
won’t need to access the console in order to view this report! 

 
 

Software Metering Dashboard  

This report is designed to mimic the Software Metering Home Page within the Configuration 
Manager console. This table, however, is easier to read compared to the console version. We 
sorted the rules by Enabled Rules and then by Rule Name.  
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Software Updates Dashboard 

This report is designed to mimic the Software Update Compliance Status Summary Home Page 
within the Configuration Manager console.  
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Endpoint Protection  
 

Please note that these Endpoint Protection (EP) reports (formally known as the System Center 
Endpoint Protection reports) are only intended for use with Configuration Manager 2012 
(CM12) or later versions of Configuration Manager (CMCB).  
 
Several of our clients told us that they would like to see the information collected by EP in an 
easy-to-read dashboard, so this category of reports goes one step further by giving you the 
ability to drill through from the dashboard to more detailed reports.  
 
Many standards such as the Sarbanes-Oxley Act (SOX), Payment Card Industry Data Security 
Standard (PCI DSS) or the Health Insurance Portability and Accountability Act (HIPAA) require 
that anti-virus software be installed and up-to-date. These EP reports provide you with the 
ability to quickly and reliably determine the EP anti-virus status for computers within your 
environment.  
 
One of the interesting facts that we learned while creating these reports was that, unlike many 
other anti-virus software products available on the market, EP uses three different items (Anti-
Virus Signature Version, Engine Version, and Client Version) to detect the latest malware. If you 
have never heard of Client Version (sometimes called Platform Version), you are not alone. 
Many people are unaware that they need to update the Client Version on all PCs. Client Version 
is important because it enables up-to-date detection of malware on PCs.  
 
These reports are meant to quickly help IT administrators and security teams understand their 
EP status.  
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System Center Endpoint Protection (SCEP) Dashboard  
At a glance, the main details about your System Center Endpoint Protection (SCEP) 
environment are displayed in three easy-to-read tables: Anti-Virus Signature Version, Engine 
Version, and Client Version (Client Version is sometimes referred to as Platform Version).  
 
The tables are arranged from left to right: Anti-Virus Signature Version, Engine Version, and 
Client Version. The reason for this arrangement is to give you information, first, about the most 
important and frequently changing SCEP details (Anti-Virus Signature) and also more static 
details (Engine and Client) of your SCEP environment.  
 
The latest version update appears on the top row of every table’s column. Ideally, all of your 
clients should have the latest version, but this will be virtually impossible for Anti-Virus 
Signature (AVS) as Microsoft releases AVS 3 or 4 times a day. To assist you, the Anti-Virus 
Signature Table uses two shades of light red to highlight clients with an out-of-date AVS of 
more than 14 days. 
 
From this dashboard, you can drill through to the reports List of PCs by SCEP Anti-Virus 
Signature Version, List of PCs by SCEP Client Version, and List of PCs by SCEP Engine Version. 
 
In the following screenshot, you will notice the “n/a” (not available) value in each of the table 
reports. This most likely means that these PCs do not have anti-virus software, so this should be 
investigated as soon as possible. 
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List of PCs by SCEP Anti-Virus Signature Version helps to identify clients with 
potential Anti-Virus Signature Version problems. You can easily detect problems by comparing 
the date information provided in these columns: Last Policy Request, Last Heartbeat, and Last 
Hardware Scan. This information tells when a client last communicated with its CMCB/CM12R2/ 
CM12 environment. For example, if the last policy request date is today, but your last heartbeat 
date or last hardware inventory scan date is over two weeks ago, this is a good indication that 
the client is un-healthy. Conversely, if all three dates are approximately 2 weeks old, then it is 
more likely that this PC is turned off and will likely update its AVS when the PC is next turned 
on. From this report, you can drill-through to the SCEP Computer Details report. 
 
 

 
 

 

List of PCs by SCEP Client Version helps to identify clients with potential Client Version 

problems. You can easily detect problems by comparing the date information provided in these 

columns: Last Policy Request, Last Heartbeat, and Last Hardware Scan. This information tells 

when a client last communicated with its CMCB/CM12R2/CM12 environment. From this report, 

you can drill-through to the SCEP Computer Details report.  
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List of PCs by SCEP Engine Version helps to identify clients with potential Engine Version 

problems. You can easily detect problems by comparing the date information provided in these 

columns: Last Policy Request, Last Heartbeat, and Last Hardware Scan. This information 

discloses when a client last communicated with its CMCB/CM12R2/CM12 environment. From 

this report, you can drill-through to the SCEP Computer Details report. 
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List of Max-Avg-Min SCEP Scan Times per PC Models 
This report will display the maximum, average and minimum quick and full scan times for a 
specific PC model. This allows the EP administrator to have a better understanding of the client 
impact that each scan type has on a specific computer model. From this report, you can drill-
through to the List of SCEP Scan Times for a Particular PC Model report. 
 
To assist you, the table uses two different shades of red to highlight client PCs that do not 
return results for either the start or end date for a scan time.  

 
 

 

 

List of SCEP Scan Times for a Particular PC Model 
This report is the drill through report from List of Max-Avg-Min SCEP Scan Times per PC Models. 
Here you will see the quick and full scan times for PCs with a specific model type. Ideally, they 
should all have similar scan times as their hardware will be similar. If an EP administrator 
notices a PC with significant scan time differences compared to that of its counterpart, it might 
be a sign that there is an issue with that PC and steps should be taken to evaluate it. From this 
report, you can drill-through to the SCEP Computer Details report. 
 

To assist you, the table uses two different shades of red to highlight client PCs that do not 

return results for either the start or end date for a scan time.  
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Max-Avg-Min SCEP Scan Times for PCs within a Collection 
In this report, the quick and full scan times are displayed within a specific collection regardless 

of the PC model type. If an EP administrator notices a PC that has significant scan time 

differences compared to that of its counterpart, it might be a sign that there is an issue with 

that PC. Steps should be taken to evaluate it. From this report, you can drill-through to the SCEP 

Computer Details report. 

  

To assist you, the table uses two different shades of red to highlight client PCs that do not 

return results for either the start or end date for a scan time. 
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SCEP Computer Details 
This is the final drill through report from List of PCs by SCEP Anti-Virus Signature Version, List of 
PCs by SCEP Client Version, List of PCs by SCEP Engine Version, List of SCEP Scan Times for a 
Particular PC Model, and Max-Avg-Min SCEP Scan Times for PCs within a Collection. 
 
SCEP Computer Details will give you a good overview of the EP status (including malware 
detection) for a specific PC.  
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EWR Base Report 
This category contains a report that will provide error results for EWRv5-Computer and EWRv5-
User programs. Once this category of reports is installed, you can also create a collection with 
all of the PCs that have a particular application or program. More details 
 
 
 
 

List of EWR Errors 
This report returns a list of any errors related to the EWRv5-Computer or EWRv5-User 
programs. 
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Local Accounts and Groups 
This category of reports provides details about local accounts on each computer as well as the 
membership of each local security group. This is particularly useful when performing a security 
audit of all computers within your Configuration Manager environment. Once this category of 
reports is installed, you can also create a collection with all of the PCs that have a particular 
application or program. More details 
 
Note: Due to the size of data on a Domain Controller, it will not be inventoried and, therefore, it 
will NOT report any data within these reports. However, Domain Controllers will be inventoried 
by the Configuration Manager Active Directory (AD) discovery tasks.   

Count of Local Accounts 
This report will return all local user accounts for a computer collection. There is a filter to 
remove well-known local user accounts such as Guest, Administrator, plus any local account 
that has been defined as a well-known account. You can drill through from this report to List of 
Computers with Local Account Name, which in turn will drill through to a further report, Local 
Account-Group Details for a Computer. 
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List of Computers with Local Account Name 
This report returns a list of all computers with a particular local account name. From this report, 
you can drill through to Local Account-Group Details for a Computer.  
 

 
 

Count of Accounts within Local Computer Groups 
This report returns the number of domain users, domain groups or local users within local 
computer security groups. This information is important to know in order to ensure that only 
authorized users or groups are within local computer security groups. Drill through from this 
report to List of Computers with Local Account Name, which in turn will drill through to a 
further report, Local Account-Group Details for a Computer. 
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List of Local Computer Groups for an Account 
This report provides a list of Local Security Groups with a particular user or group as a member. 
From this report, you can drill through to Local Account-Group Details for a Computer.  
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Local Account-Group Details for a Computer  
This report provides details about local users and local security groups; it is also the final drill 
through report from List of Local Computer Groups for an Account and List of Computers with 
Local Account Name.  
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Mapped Drives 
This category of reports provides details about user-mapped network drives. This information is 
useful when you need to audit who has connected to which network shares. Once this category 
of reports is installed, you can also create a collection with all of the PCs that have a particular 
mapped drive. More details 
 

Count of Mapped Drives by Drive Type 
This report will return a count of drive types by collection. Drill through from this report to List 

of Mapped Drives by Drive Type, which in turn will drill through to a further report, Computer 

Mapped Drive Details. 
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List of Mapped Drives by Drive Type 
This report returns a list of mapped drives by drive type. From this report, you can drill through 
to Computer Mapped Drive Details.  
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Count of Mapped Drives by Free Space 
This report will return a count of free disk space by collection. Drill through from this report to 

List of Mapped Drives by Free Space, which in turn will drill through to a further report, 

Computer Mapped Drive Details. 

 

List of Mapped Drives by Free Space 
This report returns a list of mapped drives by free space. From this report, you can drill through 
to Computer Mapped Drive Details. 
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Count of Mapped Drives by Size 
This report will return a count of mapped drive sizes for a specific collection. Drill through from 

this report to List of Mapped Drives by Size, which in turn will drill through to a further report, 

Computer Mapped Drive Details. 
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List of Mapped Drives by Size 
This report returns a list of mapped drives by size. From this report, you can drill through to 
Computer Mapped Drive Details.  

 
 

List of Mapped Drives by User 
This report returns a list of mapped drives for a selected user. From this report, you can drill 
through to Computer Mapped Drive Details. This report is useful because you can see which 
mapped drives a particular user can access. 
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Computer Mapped Drive Details 
This report provides details of mapped drives for an individual computer. It also is the final drill 
through report from List of Mapped Drives by Drive Type, List of Mapped Drives by Free Space, 
List of Mapped Drives by Size and List of Mapped Drives by User.  
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Mapped Printers 
This category of dashboards and reports is useful if you need to update the printer driver for a 
particular printer model. Once this category of reports is installed, you can also create a 
collection with all of the PCs that have, for example, local HP printers installed on them. More 
details  

 
Count of Mapped Printers 
This report will return a count of mapped printers by printer description for a collection. Drill 
through from this report to List of PCs by Mapped Printer, which in turn will drill through to a 
further report, Computer Mapped Printer Details.  
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List of PCs by Mapped Printer 
This report returns a list of mapped printers by printer description. It will be able to tell you to 

which port the printer is attached. Knowing this information is useful for various reasons, 

including ensuring that there is sufficient ink on hand if a number of PCs use a selected printer, 

and determining if any PCs need an updated printer driver. From this report, you can drill 

through to Computer Mapped Printer Details. 
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Computer Mapped Printer Details 
This report provides details about mapped printers for a specific computer. It will also tell you 
which port each printer uses. It also is the final drill through report from List of PCs by Mapped 
Printer.  
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Microsoft Office 
This category of dashboards and reports will allow you to filter for all known Office SKUs or 
unknown Office SKUs. These reports will also remove duplicate entries to ensure that you have 
the most accurate count information about your Microsoft Office licenses. 
 

Count of Office SKUs 

This report will show you all of the Microsoft Office products installed in your environment by 
stock-keeping unit (SKU). This report will drill through to List of PCs by Office SKU, which in turn 
will drill through to a further report, Microsoft Office Details (for a PC). 
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List of PCs by Office SKU 
Drill down to this report from Count of Office SKUs. List of PCs by Office SKU will show a list of 
all PCs with a particular Microsoft Office product installed. This report will then drill through to 
a further report, Microsoft Office Details (for a PC). 

 
 

Microsoft Office Details 
This report shows a detailed list of all Microsoft Office products installed on a specific PC, 
enabling you to keep track of the number of Office licenses within your environment. This 
report is the final drill through report from List of PCs by Office SKU. 
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Mobile Device 
This category of dashboards and reports will help you understand what mobile operating 
systems (OS) exist within your environment. By providing you with a list of all mobile devices 
you can ensure that only supported devices and OS are connecting to your environment. 
 

Count of Mobile Device Operating Systems shows a count of all mobile device 
operating systems (OS) for a given collection. This report will display OS information for both 
company and personal devices that access Exchange Server or are managed by Intune.  
 
It is useful to know the total number of OS because it can help you to better manage these 
mobile devices. This report drills through to List of Mobile Devices with a Specific OS which in 
turn will drill through to Mobile Device Details. 
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List of Mobile Devices with a Specific OS 
This report will show you the name of each mobile device, the OS version, the CPU, the 
Exchange Active Sync, and the Device ID; it will also let you know whether or not the device is a 
company device. This report drills through to the Mobile Device Details report. 
 
Please note, that unless changed by an Administrator, the device ownership within Intune will 
default to a personal device. 
 

Owner State Intune Meaning 

Personal Yes The default state for Intune enrolled devices which 
generally means the device is owned by the user. 

Corporate Yes This state defines that the device is corporately owned.  

(Exchange Connector)  No This device is NOT enrolled within Intune and all data is 
provided via the Exchange Server Connector. 

 
It is important to ensure that the ownership of devices is kept current because it will have an 
effect on which devices are included in an inventory and how you may want to target software 
updates. For more information on how to change the ownership, see this informative blog post 
by Gerry Hampson: http://gerryhampsoncm.blogspot.ca/2014/02/mdm-in-sccm-2012-r2-
device-ownership.html.  

 
 

http://gerryhampsoncm.blogspot.ca/2014/02/mdm-in-sccm-2012-r2-device-ownership.html
http://gerryhampsoncm.blogspot.ca/2014/02/mdm-in-sccm-2012-r2-device-ownership.html
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Mobile Device Details is the final drill through report from List of Mobile Devices with a 
Specific OS. Here you will see details about a specific mobile device, including the first time the 
device was discovered by Configuration Manager, the mobile carrier, IMEI, and the certificate 
expiry date. 
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Monitors (MIR) 
All of the reports and dashboards within this category are from the original Monitor 
Information Reporting (MIR) Enhansoft product.   

Count of Monitor Manufacturers 
This report provides you with the total number of monitors for each manufacturer in your 
environment. This report will drill through to Count of Monitor Models by Manufacturer, which 
in turn will drill through to List of PCs by Monitor Model, which will drill through to List of 
Monitors for a PC with the final drill through report being Computer Monitor Details. 
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Count of Monitor Models by Manufacturer 
This report provides you with the total number of monitor models for a specific manufacturer. 
You can drill through to this report from the previous report, Count of Monitor Manufacturers. 
This report will drill through to List of PCs by Monitor Model, which in turn will drill through to 
List of Monitors for a PC with the final drill through report being Computer Monitor Details. 
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List of PCs by Monitor Model will provide you with a list of all PCs that have a specific 
monitor model attached to them. In this screenshot, we see a report about a Dell monitor 
model. Along with a list of PC names, we also see each monitor’s active state, PNPID, serial 
number, and the year and week it was manufactured. This report will drill through to List of 
Monitors for a PC which in turn will drill through to the report Computer Monitor Details. 
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Count of Monitor States 
This report provides you with the total number of monitors by active state (Active, Marked 
Active, and Non-Active) in your environment. This report will drill through to List of Monitors by 
Active State, which in turn will drill through to List of Monitors for a PC with the final drill 
through report being Computer Monitor Details. 
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List of Monitors by Active State will provide you with a list of all PCs that have monitors 
with a specific active state; this can be either “Active,” “Marked Active,” or “Non-Active.” In this 
screenshot, we see that the report is about monitors in the “Active” state. This report will drill 
through to List of Monitors for a PC which in turn will drill through to the report Computer 
Monitor Details. 
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Count of Monitors by Manufactured Year 
This report provides you with the total number of monitors manufactured within a specific year 
in your environment. This report will drill through to Count of Monitors by Manufactured Year 
and Week, which in turn will drill through to List of Monitors by Manufactured Year and Week, 
which will drill through to List of Monitors for a PC with the final drill through report being 
Computer Monitor Details. 
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Count of Monitors by Manufactured Year and Week 
This report provides you with the total number of monitors manufactured by week within a 
specific year. You can drill through to this report from the previous report, Count of Monitors by 
Manufactured Year. This report will drill through to List of Monitors by Manufactured Year and 
Week, which in turn will drill through to List of Monitors for a PC with the final drill through 
report being Computer Monitor Details. 
 
For added convenience, two additional prompt options are available. If you want to see a 
complete list of all monitors that are 5 years or older, you can select the < 5+ years > value 
within the year prompt. Additionally, if you want to see all of the weeks for a given year, you 
can select the < All > prompt value.  
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List of Monitors by Manufactured Year and Week  
This report will provide you with information about specific monitors based on a given year and 
week. This report will in turn drill through to List of Monitors for a PC with the final drill through 
report being Computer Monitor Details. 
 
For added convenience, two additional prompt options are available. If you want to see a 
complete list of all monitors that are 5 years or older, you can select the < 5+ years > value 
within the year prompt. Additionally, if you want to see all of the weeks for a given year, you 
can select the < All > prompt value.  
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Count of Monitors by Power Management Setting 
This report provides you with a count of the total number of monitors in your environment by 

power management setting from the most efficient to the least efficient (Virtual Monitor, 

Active Off, Suspend, Standby and On). This report will drill through to List of Monitors by Power 

Management Setting, which in turn will drill through to List of Monitors for a PC with the final 

drill through report being Computer Monitor Details. 

For added convenience, Virtual Monitors are removed from the “On” power management 
setting and are listed within their own setting because they do not consume power.  
 

Please note: If a monitor has more than one power management setting, only the most 

efficient setting will be counted. There is no way for Enhansoft Reporting-Monitors to 

determine what setting is being used as this is set via the PC’s power management policies. 
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List of Monitors by Power Management Setting will provide you with a list of PCs that 
have monitors with a specific setting; this can be either, “Virtual Monitor,” “Active Off,” 
“Suspend,” “Standby,” or “On.” In this screenshot, we see that the report is about monitors 
with the “On” setting. This report will drill through to List of Monitors for a PC which in turn will 
drill through to the report Computer Monitor Details. 
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Count of Monitors by Size 
This report provides you with the total number of monitors in your environment based on the 
size of the screen. This report will drill through to List of PCs with a Specific Monitor Size, which 
in turn will drill through to List of Monitors for a PC with the final drill through report being 
Computer Monitor Details. 
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List of PCs with a Specific Monitor Size will provide you with details about monitors 
with a specific screen size. This report will in turn drill through to List of Monitors for a PC with 
the final drill through report being Computer Monitor Details. 
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Percentage of Computers with One or More Monitor 
At a quick glance you will know the percentage of computers in a collection that have one, two, 
three or more monitors attached to them. This information will help you better understand 
your environment and budget plan for monitor upgrades or replacements. This report will drill 
through to List of PCs with x Active Monitors.  
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List of PCs with x Active Monitors  
This report will provide you with the computer name and user names of computers with a 
specific number of active monitors attached to them. You can expand to see the list of monitors 
by clicking on the PC name field. Doing so will expand the row to show you Manufacturer, 
Model, PNPID, Serial Number, and the manufactured year and week details for each active 
monitor.  
 
This report will drill through to either List of Monitors for a PC when a PC’s name is selected or 
Computer Monitor Details when a monitor’s serial number is selected.  

 
 

List of all PCs with Projectors will display a list of PCs that have projectors attached to 
them. This report will in turn drill through to List of Monitors for a PC with the final drill through 
report being Computer Monitor Details.  
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List of Monitors by Collection 
This report provides you with a list of all monitors within a specific collection. This information 
is useful when reviewing monitors located in a particular office or branch. This report will drill 
through to List of Monitors for a PC which in turn will drill through to Computer Monitor Details. 
 

 
 

 

Non-Ideal Monitor Settings 
This report will provide you with a list of all monitors where the current resolution does not 
match the native resolution. This is important to know as it allows you to ensure that your 
monitors are running at the best possible resolution. This report will drill through to List of 
Monitors for a PC which in turn will drill through to the report Computer Monitor Details. 
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List of Monitors for a PC  
This is the second-last drill through report for Count of Monitor Manufacturers, Count of 
Monitor Models by Manufacturer, Count of Monitor States, Count of Monitors by Manufactured 
Year, Count of Monitors by Manufactured Year and Week, Count of Monitors by Size, List of all 
PCs with Projectors, List of Monitors by Active State, List of Monitors by Collection, List of 
Monitors by Manufactured Year and Week, List of PCs by Monitor Model, List of PCs with a 
Specific Monitor Size, List of PCs with x Active Monitors, Non-Ideal Monitor Settings, and 
Percentage of Computers with One or More Monitor.  
 
This report will display all of the monitors attached to a specific PC. This report will in turn drill 
through to Computer Monitor Details. 
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Current Resolution Dashboard 
This dashboard displays the percentage of monitors with various current resolutions. This 
information is particularly helpful to know when a program requires a minimum resolution in 
order to function properly. At a quick glance you will be able to determine if your monitors 
meet the minimum requirement.  
 
This report will drill though to List of Monitors by Current Resolution with the final drill through 
report being Computer Monitor Details. 
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List of Monitors by Current Resolution 
This report will provide you with the PC name, Manufacturer, Model, PNPID, Serial Number, 
and the manufactured year and week details for each active monitor based on a specific 
resolution. This report will identify computers with a specific resolution thereby allowing you to 
create a list of monitors that may need to be replaced. This report will drill through to 
Computer Monitor Details. 

 
 
 

List of Monitors by Partial Serial Number  
This report provides you with a list of all monitors with a specific partial serial number. This 
information will help you locate monitors that might become separated from computers. This is 
especially handy for tracking down leased computer equipment. This report will drill through to 
Computer Monitor Details. 
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Computer Monitor Details 
This is the final drill through report for Count of Monitor Manufacturers, Count of Monitor 
Models by Manufacturer, Count of Monitor States, Count of Monitors by Manufactured Year, 
Count of Monitors by Manufactured Year and Week, Count of Monitors by Size, Current 
Resolution Dashboard, List of all PCs with Projectors, List of Monitors by Active State, List of 
Monitors by Collection, List of Monitors by Current Resolution, List of Monitors by Manufactured 
Year and Week, List of PCs by Monitor Model, List of PCs with a Specific Monitor Size, List of PCs 
with x Active Monitors,  Non-Ideal Monitor Settings, Percentage of Computers with One or More 
Monitor, List of Monitors for a PC, and List of Monitors by Partial Serial Number. 
 
In addition to the details found in List of Monitors for a PC, this report will clearly show you the 
calculated serial number, the screen size, native pixel format, and power management setting 
options of a specific monitor. 
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List of PCs with Incomplete Monitor Information  
This report provides you with a list of all the PCs in your environment where Enhansoft 
Reporting-Monitors does not detect any monitor information. This generally happens when the 
Enhansoft Reporting-MIR client is not installed. This report is useful when troubleshooting MIR 
client install issues.  
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Network Interface Controllers 
This category of dashboards and reports will show you how many network interface controllers 
(NIC) are installed on each computer. This is useful information to have particularly when 
identifying computers with two or more NIC. In this case, these computers may be connected 
to two different networks, for example, wired and wireless.  
 

Count of PCs by Number of Network Interface Controllers 
This report will return a count of PCs by number of network cards connected to the computer. 

Drill through from this report to List of PCs by Number of Network Interface Controllers, which 

in turn will drill through to a further report, Computer Network Interface Controller Details. 
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List of PCs by Number of Network Interface Controllers 
This report returns a list of computers with a specific number of network interface controllers 
(NIC). From this report, you can drill through to Computer Network Interface Controller Details.  

 
 

 
Computer Network Interface Controller Details 
This report provides details about the network interface controllers (NIC) connected to a 
computer. It is also the final drill through report from List of PCs by Number of Network 
Interface Controllers.  
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Proxy 
This category of reports is useful if you need to update or troubleshoot proxy setting issues. 
Once this category of reports is installed, you can also create a collection with all of the PCs that 
have a particular proxy setting. More details  

 

Count of Proxy Settings by Proxy Server will display a count of all the PC proxy settings 

in a collection by the proxy server. This will help to ensure that the correct settings are 

configured on each user and computer. This report will drill through to List of PCs by Proxy 

Server, which in turn drills through to Computer Proxy Setting Details. 
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Count of Proxy Settings by State will display a count of all PC proxy settings in a collection 

by the state; this can either be enabled or disabled. Knowing this information will help ensure 

that the appropriate users and computers are configured with a proxy thereby aiding with 

proxy audits. This report will drill through to List of PCs by Proxy State, which in turn drills 

through to Computer Proxy Setting Details. 
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List of PCs by Proxy Server will provide you with a list of PCs with a specific proxy server. 

There are various benefits to knowing this information from understanding if proxy settings are 

enabled to ensuring that the correct settings are configured on users and computers. From this 

report, you can drill through to Computer Proxy Setting Details. 

    
 

 

List of PCs by Proxy State will provide you with a list of PCs by the proxy state (enabled or 

disabled) of your choosing. From this report, you can drill through to Computer Proxy Setting 

Details. 
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Computer Proxy Setting Details 

For each computer, you will be able to see the PC name, top console user (user name), 
manufacturer, and model information. As well, you will be able to see the proxy settings for 
each user, including the system account (computer account) that logged on to that particular 
computer. This is the final drill through report from List of PCs by Proxy Server and List of PCs by 
Proxy State. 
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Roles and Features 
This category of reports will provide you with information about the roles and features installed 
on a Windows Server computer.  

 

Count of Roles and Features by Collection will provide you with the names of each role 
and feature, along with the total number of installs, for a given collection. This information is 
useful to know in order to help you inventory or secure each role and feature. For example, this 
report will help you identify all servers with Web Servers (IIS) installed. Once located, these 
servers can be secured. 
 
This report will drill through to List of Computers by Role or Feature for a Collection, which in 
turn drills through to Computer Roles and Features. 
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List of Computers by Role or Feature in a Collection 
All computers with a given role or feature within a collection will be listed in this report. The 
style of this report is designed to mimic the Add Roles and Features Wizard. In the same 
manner, you can expand the primary role/feature (Level 1 – Level 4) in order to expose 
additional sub-features. This report will drill through to Computer Roles and Features. 
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Computer Roles and Features  

All of the roles and features assigned to a given computer will be displayed in this report. The 
style of this report is designed to mimic the Add Roles and Features Wizard. In the same 
manner, you can expand the primary role/feature (Level 1 – Level 4) in order to expose 
additional sub-features. This report is the final drill through report from List of Computers by 
Role or Feature in a Collection. 
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Security 
This new category of dashboards and reports provides you with information about security-
related settings which do not fall under our Endpoint Protection or Software Updates 
categories. 
 

TLS Dashboard 
Once installed, the TLS Dashboard inventories all of the TLS and Secure Sockets Layer (SSL) 
registry values found on each computer. SSL is the predecessor to TLS. The results in the 
dashboard will quickly show you a count of each protocol (TLS and SSL) setting. 

There are four possible registry keys for each TLS and SSL protocol setting. They are: 

• Client|Enabled 

• Client|DisabledByDefault 

• Server|Enabled 

• Server|DisabledByDefault 

Please review the Microsoft documentation for a complete description of each registry key. 

When you read the documentation, you will see that there are actually three possible values for 
each registry key. They are: 

– True – Green 
– False – Red 
– Not Defined (default) – Gray 

In order to make it easier for you to review the results within each bar chart, we defined the 
colors of each value. 

https://docs.microsoft.com/en-us/windows-server/security/tls/tls-registry-settings
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List of Computers by TLS Protocol Setting 
This report shows a list of computers by TLS/SSL protocol setting. In addition to the individual 
protocol settings, there are also three display options available: 
 

– All – Shows all TLS and SSL protocols (5) in one report. 
– All TLS – Shows all TLS protocols (3) in one report. 
– All SSL – Shows all SSL protocols (2) in one report. 
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TLS Details for a Computer  
This report will allow you to see all TLS and SSL protocol settings for a given computer in one 
report. 
 

 
 

BIOS Dashboard 
Once installed, the BIOS Dashboard leverages the most recent information about BIOS and 
firmware details found on each computer. This data is then processed into understandable 
results and displayed in our easy-to-read dashboard. With the color green representing the 
most secure computers and the color red denoting the ones you need to take a look at, you will 
know in an instant how many computers have a BIOS date before Jan. 1, 2018 (prior to 
Meltdown and Spectre) and how many computers are using UEFI and Secure Boot.  
 
As a bonus feature, the dashboard displays the names of computers with recent BIOS updates 
and flags computers using UEFI without Secure Boot! You can also limit the dashboard results 
to a specific SCCM collection; this is a feature that’s available in most of Enhansoft Reporting’s 
dashboards/reports. 
 
Notes: 

UEFI 
UEFI can have two results where UEFI is either enabled, UEFI, or it is disabled, Legacy.  
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Secure Boot 
Secure Boot can have two results where Secure Boot is either enabled, Secure Boot, or it is 
disabled, Legacy Boot or Disabled Secure Boot.  

 
 
 

List of Computers by BIOS Setting  
This report shows a list of computers by three possible BIOS settings: BIOS Date, UEFI or Secure 
Boot. Each setting prompt (BIOS Date, UEFI and Secure Boot) allows you to select whether you 
see the enabled results, the disabled results or both results together.  
 

 
 



 

Page 138 of 227 

 

Enhansoft – Your IT Asset Retrieval Service & Custom Report Leader 

BIOS Details for a Computer  
This report gives you all of the BIOS settings for a given computer along with any BIOS upgrade 
details. 
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Services 
Once this category of reports is installed, you can also create a collection of all the PCs that 
have, for example, local firewall services not started. More details 
 

Count of Service Account Names will display a count of all accounts used to run a service. 
This report is useful prior to deleting a service account or changing its password because you 
can proactively see how many services use a particular account before making any updates. 
This report drills through to List of Services by Service Account Name, which in turn drills 
through to Computer Service Details.  
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List of Services by Service Account Name will list all PCs with a particular service 
account name. This report is useful prior to deleting a service account or changing its password 
because you can proactively see what services on which servers will be affected before making 
any updates.  
 
Using the screenshot below as an example, we can see that there are only two services using 
the account GARTEK\sm2012adm. Given this data, we now know that if the account ID is 
deleted or the password is changed, we would also need to address these two services as part 
of this update. From this report, you can drill through to Computer Service Details. 
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Count of Services shows a count of all services. This report drills through to List of PCs by 
Service, which in turn drills through to Computer Service Details.  
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List of PCs by Service will list all PCs with a particular service. This report is useful when you 
need to track down which PCs have a service installed on them. For example, you need to find 
which PCs have McAfee service installed, so this report will help locate all of the PCs with the 
McAfee service installed. From this report, you can drill through to Computer Service Details. 

 
 

 

 

List of PCs with a Service Set to Automatic & Service is Not Running shows a list 
of PCs and/or services with potential issues. From this report, you can drill through to Computer 
Service Details.
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Computer Service Details is useful when you need to quickly review the status of each 
service installed on a PC. For example, if you need to track down PCs that don’t have McAfee 
service installed, you can review the list of services that are installed on an individual PC to see 
if it has McAfee (or an alternate anti-virus software) before taking any action. This report is the 
final drill through report from List of Services by Service Account Name, List of PCs with a Service 
and List of PCs with a Service Set to Automatic & Service is Not Running. 
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Share 
Performing a manual audit of all network shares is a time-consuming project, but it may be 
required in order to become compliant with the Sarbanes-Oxley Act (SOX), Payment Card 
Industry Data Security Standard (PCI DSS), the Health Insurance Portability and Accountability 
Act (HIPAA) or other standards. 
 
This category of reports allows for an accurate and efficient review of all shares (shared folders, 
shared printers, etc.). Knowing this information is helpful in tracking down rogue shares that 
may not be properly configured or shouldn’t exist in the first place. Routinely reviewing these 
reports will help reduce risk because administrators can now be more proactive in changing or 
removing shares as needed.   
 
To assist in auditing shares, these reports are designed to display the most over-looked areas 
(workstations) first and progress down to shares (administrative) that are more tightly 
controlled. Administrative shares may be removed through a filter, where appropriate, in order 
to restrict the details to a specific system role (workstation or server). 
 
Once this category of reports is installed, you can also create a collection of all the PCs that 
have a particular share name or share type, for example, installed on them. More details  
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Count of Share Types provides a count of share types (Disk Drive, Print Queue, Device, IPC, 
Disk Drive Admin, Print Queue Admin, Device Admin, IPC Admin). Additionally, the system role 
(Workstation, Server, All) can be filtered, and you can decide whether or not to include 
administrative shares (Disk Drive Admin, Print Queue Admin, Device Admin, IPC Admin). This 
report will drill through to List of PCs by Share Types, which in turn drills through to Computer 
Share Details. 
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List of PCs by Share Type provides the PC name, user name, share name, share path, and 
share caption for a specific share type and system role. This report is important as it allows for 
the auditing and documentation of various share types.  
 
From an auditing perspective, being able to quickly review all disk drive shares allows 
administrators or security personnel to see which computers have a specific share type and 
path thereby allowing them to make an informed decision on the risk of each share.  
 
From a documentation perspective, being able to print this report as a PDF or Word document 
will enable staff to reference a specific date and time in order to see what shares existed on 
which computers. This report will drill through to Computer Share Details. 
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Count of Shares by Trustee allows an administrator to quickly see how many shares a 
trustee (or account) has access to and it also denotes whether a trustee is a user account, 
computer account, certificate, etc. This format enables administrators to quickly determine if 
there are accounts that need further evaluation. Additionally, you can filter this report by 
domain or workstation name. On those accounts that need more evaluation, you can drill 
through to the List of Shares by Trustee report which in turn drills through to Computer Share 
Details.  
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List of Shares by Trustee allows administrators to quickly determine what share paths and 
types of shares a particular trustee can access. The particular trustee can be a security group 
(Local or AD), account (Local or AD), certificate, etc. This report will drill through to Computer 
Share Details. 
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Computer Share Details provides information about the share type, name, path, and 
caption for a specific PC. The second section of this report will provide the list of permissions on 
each share. Additionally, you can decide whether or not to include administrative shares (Disk 
Drive Admin, Print Queue Admin, Device Admin, IPC Admin). This is the final drill through report 
from List of PCs by Share Type and List of Shares by Trustee. 
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Software Inventory 
This category of dashboards and reports will provide you with details about your software 
inventory in order for you to understand it better.  

Asset Intelligence Dashboard 
The Asset Intelligence Dashboard leverages Microsoft’s Asset Intelligence Catalog which, 
according to the online documentation, has over 300,000 software titles! Additionally, SCCM 
administrators can submit new software titles via the Asset Intelligence Synchronization Point. 
This means that the catalog is continually growing.  
 
This dashboard will provide you with a count of all software titles grouped by Product Family, 
Product Category, and Product details. This simple dashboard allows you to validate your 
software licensing by using Microsoft’s Asset Intelligence Catalog. This dashboard drills through 
to List of Computers by Product, which in turn will drill through to a further report, Asset 
Intelligence Computer Details. 
 

 
 

There are two major benefits to using asset intelligence (AI) data. First, because Microsoft vets 
all of the software titles that are submitted to them via the SCCM console, you can trust the 

https://docs.microsoft.com/en-us/sccm/core/clients/manage/asset-intelligence/introduction-to-asset-intelligence
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results. Second, there is no additional cost for using this cloud service! This is a perfect example 
of how cloud services can help companies be more efficient.  
 
The SMS_InstalledSoftware AI Class must be enabled within the SCCM console. Without this 
class enabled, the dashboard will not return any details.  
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List of Computers by Product 
This report is the drill through report from the Asset Intelligence Dashboard. This report shows 
you a list of computers by a specific product. From this report you can drill down to the Asset 
Intelligence Computer Details report. 

 
 

Asset Intelligence Computer Details  
This report was designed to fill the gap created by SCCM’s built-in asset intelligence (AI) 
reports. We heard that you wanted to see both the normalized and true product name 
software titles in one report, so you’ve got it!  
 
Have you ever tried to determine who has SQL Server 2016 Management Studio (SSMS) only to 
discover that the normalized name is Microsoft SQL Server 2016 (all components)? This name 
includes SSMS, SQL Server Configuration Manager, SQL Server Data Tools, and the list goes on. 
It’s impossible to know from Microsoft’s AI reports who has SSMS without writing your own 
query, so we saved you the trouble! The Asset Intelligence Computer Details report will also 
display each title’s software category and software family. This information will help you better 
understand what each product does. 

 

https://technet.microsoft.com/en-us/library/gg681998.aspx?f=255&MSPPError=-2147217396#BKMK_SoftwareCategories
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Comparison of Installed Software  
This report compares the installed software between two computers: a primary computer 
(called the Base PC) and a secondary computer (called the Comparison PC). Only software that 
is installed on the Comparison PC and is missing from the Base PC will be listed in this report 
along with the location and date of the installed software. 
 
This report is useful in order to troubleshoot a non-working computer (Base PC) by comparing it 
to another computer (Comparison PC). 
 

 
 

Recently Used Application Details 
SCCM does a great job of inventorying the software installed on each computer. It inventories 
the software listed within Installed Software, which is also known as Add/Remove Programs 
(ARP) in older versions of Windows. In addition to Installed Software, asset intelligence (AI) will 
record usage details about each application. This AI feature, which must be enabled within 
SCCM, is called recently used applications. 
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The information from Installed Software and AI is returned to the SCCM database via the 
hardware (HW) inventory client task. The default setting for the HW inventory client task is 
seven days, however, many SCCM administrators will change this from a weekly to a daily 
schedule. In order to properly understand the results, it is best to know how often the 
hardware inventory results are collected by SCCM. 
 
When a Manager or an IT Asset Management (ITAM) Manager reviews the Microsoft Installed 
Software reports, they often wonder when a software title was last used and who used it. It 
might be possible for a SCCM Manager or an ITAM Manager to view the recently used 
application data for one or two computers, but due to the sheer volume of data this quickly 
becomes impractical. This is a common question often asked about software with limited 
licenses such as, Microsoft Project or Microsoft Visio.  
 
The Recently Used Application Details report will help answer these questions by tying the 
information provided by Installed Software and AI together. It does this by first prompting you 
to select an Installed Software title. The report then asks you for the executable name (exe) and 
its product name.  
 
In this report you will see the computer’s name, the top console user’s name, the Installed 
Software’s name, the publisher, and the version number. All of this information is tied directly 
to AI’s recently used applications information (product name, product version, last used by user 
name, last used date and time, and the number of days since it was last used). Each column 
allows for interactive sorting.  
 

 
 

If AI does not have a corresponding record for a listed Installed Software item in recently used 
applications, then you will see the text, “Not used recently,” in both the product and product 
version columns. As well, “n/a,” will be displayed in the user name column. The, “Last Used 
Date,” will display, “Feb 14, 2006,” and the, “Days Since Last Used,” will be set to 90+ days.  
 

It should be noted that not all executable names and product names are completely intuitive. 
Take for example, Microsoft Project 2013. The executable name is WinProj.exe, which is 
intuitive, but the product name is listed as, Microsoft Office 2013, which is a bit counter-
intuitive. The easiest way to confirm the product name is to review the details tab of the 
executable. See the screenshot on the following page. 
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Computers Without an Application 
Does your security team need to know which computers are missing the latest version of an 

application? Do you get asked by Project Managers for a list of computers that don’t have the 

most up-to-date version of Google Chrome? Then it’s Computers Without an Application to the 

rescue!  

You simply select the name of the application, the version, and the SCCM collection, and then 

all of the work is done for you. The report lists all computers in the specific collection without 

the specified version of the application. You’ll also be able to see the last logon user details, and 

where appropriate, alternate versions of the application.  
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Knowing whether or not an older version of an application is installed on a computer, you’ll be 

able to quickly determine which computers need an upgrade, and which computers are missing 

the application altogether.  
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Count of .NET Versions 
This dashboard will provide you with a high-level overview of the .NET versions installed in your 
environment, limited to a collection. From here you can then drill-through to the next report, 
List of Computers by .NET Version. 
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List of Computers by .NET Version 
This report will provide you with details about which computers have a .NET version in a given 
collection. You can then drill-through to Computer Details for .NET to get computer-specific 
details. 

 

 

Computer Details for .NET 
This is the final report within this dashboard set. It will provide you with details about the 
specific versions of .NET installed on a computer. 
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Basic Software Statistics 
The Basic Software Statistics report is designed to show you how many software titles are 
installed within your SCCM environment. This report goes hand-in-hand with the blog post, 
How to Perform a Basic Software Audit.  
 

 
 

 

Total Usage Trend Analysis for Collections 
This dashboard gives you results for all applications and will display these details for up to four 
collections. The original request was to allow for only three collections at a time, however, we 
wanted to give you more options. Don’t worry, though, you don’t need to choose four 
collections each time you run this dashboard. Simply select the <Blank> option within the 
collection prompt and a zero (0) will be placed in the row for all applications within the column.  

The results for each software metered application are grouped by month and they will go as far 
back as what is stored within your SCCM environment. Generally, this is around 9-months-to-a-
year because, by default, software metering results are stored for 270 days with a maximum of 
370 days. 

https://www.enhansoft.com/blog/how-to-perform-a-basic-software-audit-2
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Also, of note, unlike the SCCM built-in report, Total usage trend analysis for a specific metered 
software program, this dashboard compiles the User and Terminal Services Users information 
into one result (called Total) for each month. 

Use this dashboard for one collection or up to four collections at a time! 

 

 

Count of Users and Usage Time by Software Title 
There isn’t a built-in SCCM report that can help IT Asset Management (ITAM) Administrators 
keep track of the number of users that are using specific software titles, so that’s why we 
created this report. 
 
How can you guarantee the accuracy of the software inventory results from the previous 
month? The answer turns out to be quite simple: delay when the report is run.  
 
During our research, we determined that you shouldn’t run this type of report on the first of 
the month. By waiting an extra eight days, or longer, you can ensure that the software metering 
details are the ones from the previous month. Simply waiting means that you don’t need to 
make any changes to your SCCM environment by having software metering data returned daily. 
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We found that even when this data is returned on a daily basis, the results are often not 
reliable on the first of the month. Why? A number of computers could be turned off, or the 
results for some computers may not appear depending on the time of day when the report is 
run.  
 
We also concluded that you can run our report months after the software metering data is 
returned to SCCM and still get accurate results. By default, the previous month will always be 
selected, but you can simply change the month and year in order to review older data. By the 
way, our team thought this update would be a, “five-minute fix.” This proved not to be the 
case, but we think you’ll agree it was well worth it! 
 
 

 
 

Why didn’t we create a drill down report listing software titles and user names? Wouldn’t it be 
important to know who is using these applications? These are great questions! The person who 
approached us with this problem resides within Europe, so General Data Protection Regulation 
(GDPR) prohibits collecting this information. Do you think we should create a drill down report 
for our North American customers? Would that be useful? The Enhansoft Team would love to 
hear your thoughts.  

 

Software Installed in the Past x Days 
Without spending a lot of time and effort, do you know for certain what software was recently 
installed on a collection of computers and when each software title was installed? Do you get 
requests from Software Managers or Security Teams to find out what software was manually 
installed by the local workstation administrator? When a computer starts misbehaving, can you 
turn to a report that will tell you exactly what software was changed on that computer? 

Unfortunately, there isn’t a built-in SCCM report that SCCM Administrators can turn to for help, 
so this was one of the challenges presented to the Enhansoft team. We needed to find a 
solution to help SCCM Admins discover what software was recently installed on a collection of 
computers. 

Since we like solving problems here at Enhansoft, we happily accepted this challenge and set 
about building a report that would tell you exactly what software was recently installed on a 
collection of computers. 
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In order to create this new report, the first step was to review all of the software inventory 
sources collected by SCCM. As you know there are multiple sources. Multiple sources = Lots of 
research! Ultimately, the Enhansoft team decided to use the Programs and Features (also 
known as Add Remove Programs) data to generate this report. 

The Software Installed in the Past x Days report doesn’t limit the number of days you can 
review and, as requested, you can target a specific collection. Now you’ll know what was 
installed and when it was installed. No more guess work. This report will help answer your 
question about, “What’s new on this computer?” much faster than any of the SCCM built-in 
reports! 

Note: Hardware Inventory Cycle Settings 
The hardware inventory setting will affect the results of this report. By default, hardware 
inventory is configured once a week. We recommend, however, that you configure your 
hardware inventory to run on a simple schedule once a day. Do you want the latest results? 
Then put this recommended setting in place! We assembled a list of SCCM inventory cycle 
recommendations, so please see Configuration Manager Inventory Cycle Recommendations for 
more information. 

 

 

https://www.enhansoft.com/blog/configuration-manager-inventory-cycle-recommendations
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Software Updates 
Not only is it a good business practice to ensure that software updates are applied to each 
computer, but many standards such as the Sarbanes-Oxley Act (SOX), Payment Card Industry 
Data Security Standard (PCI DSS), and the Health Insurance Portability and Accountability Act 
(HIPAA) require that software updates be installed and up-to-date. The following software 
update reports provide you with the ability to quickly and reliably determine the software 
update status of computers within your environment.  
 

Active Software Updates 
This report returns a list of all active software updates within your site. Highlighted items in 

LIGHT RED indicate that a particular software update is superseded. The Superseded By column 

provides details as to which software update is superseded. 

Use the interactive feature of this report to re-sort information as you see fit. To understand 

more about each software update, a link is embedded in each row to give you more details 

about the article and bulletin. 
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Computer Software Update Status provides the overall software update compliant status 

for a specific PC. This includes all software updates whether or not they were deployed to the 

PC. This information is useful to help ensure that your computers are up-to-date with all 

software updates. You can drill down from this report to the Computer Software Update Details 

by Classification report.     
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List of Software Updates for a PC displays a list of currently installed software updates 
for a selected PC. 

 
 

 

 

List of Superseded Software Updates shows a list of all software updates that are 
superseded.  
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Most Vulnerable Computers Online  

This report is a two-part dashboard report. The first part of this report returns a summary of 
the online status for computers within a collection as follows: 

• Not Seen (Inactive Configuration Manager client or no Configuration Manager client) 

• Offline (Active client, but currently not connected to Configuration Manager) 

• Online (Active client connected to Configuration Manager) 
 
The second part of this report displays the top 25 vulnerable computers currently online for a 
collection based on missing patches. This allows administrators to focus their remediation 
efforts on active computers. 
 
This report has two drill-through reports: Online Status of Computers by Collection and 
Computer Software Update Details by Classification. 
 
This report is configured to auto-refresh every five minutes. Configuration Manager 2012 R2 or 
later is required. 
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Online Status of Computers by Collection 
This report will display the online status of computers within a specific collection. By using the 
online status flag, you can quickly see which computers are currently online and then focus 
your efforts on these PCs. 
 
The returned columns contain information about: 

• Online status: 
Color Meaning 

Green Currently online 

Grey Offline 

Black Not seen by Configuration Manager or Offline for a long period of 
time. 

• PC Name 

• Top console UserID 

• The full user name. 
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Overall Missing Software Update Status by Classification 
This high-level report captures the overall percentage of missing software updates in your site.  

Using four different report parameters, you select the collection to display, the deployed state 

of software updates, the software update classification, and the software update group you 

want to view.  

The defaults for this report are set as follows: 

• Collection: All Systems 

• Deployed State: Yes 

• Classification: None Selected (you will have to choose the classification) 

• Software Update List: All Software Update Groups 

 

Read more about changing defaults. 

Use the collection report parameter to select the device collection you want to review (All 

Systems Collection, etc.). 

The deployed state report parameter allows you to select the deployed state of the software 

update. The deployed states are as follows: 

• Yes – The effected software update IS deployed within your environment 

• No – The effected software update is NOT deployed within your environment 

• Both  

 

The classification report parameter enables you to select which software update classification 

to display within the report. The update classifications are listed in order of severity: Critical 

Updates, Security Updates, Definition Updates, Service Packs, Update Roll-ups, Updates, Tools, 

and Feature Packs.  Click here to read more about update classifications. 

The software update group report parameter enables you to select which software update 

group results to display. By default this report parameter is set to display results for all Software 

Update Groups (SUG). When using the drop-down, you will see SUGs listed from newest to 

oldest. If you employ monthly SUGs, using this parameter will allow you to compare SUGs with 

each other. Read here for more details about SUGs.  

Note: In CM 2007, the term used to describe a Software Update Group is a Software Update 

List. 

 

https://docs.microsoft.com/en-us/sccm/sum/get-started/configure-classifications-and-products
https://docs.microsoft.com/en-us/sccm/sum/deploy-use/deploy-software-updates
https://technet.microsoft.com/en-us/library/bb693591.aspx
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You can drill through from this report to the Count of PCs Missing Software Updates by 

Classification report. From there you can drill through to the List of PCs with a Particular 

Software Update report and from that report you can drill through to Computer Software 

Update Details by Classification. 
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Overall Software Update Status Dashboard 
This high-level report captures your site’s overall compliance percentage (main gauge) of 

installed software updates by classification. Each classification also has its own gauge which 

displays the percentage of installed software updates. You can drill through from this report to 

the Count of PCs Missing Software Updates by Classification report. From there you can drill 

through to the List of PCs with a Particular Software Update report and from that report you 

can drill through to Computer Software Update Details by Classification. 

The overall compliance percentage is based on the selected classifications, so only the results of 

the selected classifications are calculated. The number of gauges displayed is dependent on the 

number of classifications selected. Using three different report parameters, you will be 

prompted to select the software update classification, the collection to display, and the 

software update group you want to view.  

The classification report parameter enables you to select which software update classification 

to display within the report. The update classifications are listed in order of severity: Critical 

Updates, Security Updates, Definition Updates, Service Packs, Update Roll-ups, Updates, 

Upgrades, Tools, and Feature Packs, and WSUS Infrastructure Updates.  Click here to read more 

about update classifications. 

Use the collection report parameter to select the device collection you want to review (for 

example, the All Systems collection). 

The software update group (SUG) report parameter enables you to select which software 

update group results to display. When using the drop-down, you will see SUGs listed from 

newest to oldest. If you employ monthly SUGs, using this parameter will allow you to compare 

SUGs with each other. Read here for more details about SUGs. Note: In CM 2007, the term used 

to describe a SUG is a software update list. 

 

https://docs.microsoft.com/en-us/sccm/sum/get-started/configure-classifications-and-products
https://docs.microsoft.com/en-us/sccm/sum/get-started/configure-classifications-and-products
https://docs.microsoft.com/en-us/sccm/sum/deploy-use/deploy-software-updates
https://technet.microsoft.com/en-us/library/bb693591.aspx
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Count of PCs Missing Software Updates by Classification 
This report provides a count of missing software updates by classification. To easily understand 

the number of PCs affected by each missing software update, review the PC Count column 

which lists the total number of PCs affected. You can also use the handy interactive feature to 

re-order this listing as you see fit. You can also re-order this report by article ID, article name, 

bulletin ID, and update classification. 

 

Similar to the Overall Missing Software Update Status by Classification and Overall Software 

Update Status Dashboard reports, you can employ three different report parameters to select 

the collection to display, the software update deployed state, and the software update 

classification that you want to view.  

 

However, when you are drilling through to this report from Overall Missing Software Update 

Status by Classification, only the classification selected will pass through to Count of PCs 

Missing Software Updates by Classification. The exception to this rule is Installed Classification. 

If this classification is selected, then the Count of PCs Missing Software Updates by 

Classification will display all selected classifications with a deployed state of Yes; all other 

report parameters will naturally flow to Count of PCs Missing Software Updates by 

Classification. These report parameters, however, can always be re-set. 

 

Use the collection report parameter to select the device collection you want to review (All 

Systems Collection, etc.). 

 

The deployed state report parameter allows you to select the deployed state of the software 

update.  

 

The deployed states are as follows: 

• Yes – The effected software update IS deployed within your environment 

• No – The effected software update is NOT deployed within your environment 

• Both  

The classification report parameter enables you to select which software update classification 

to display within the report. The update classifications are listed in order of severity: Critical 

Updates, Security Updates, Definition Updates, Service Packs, Update Roll-ups, Updates, Tools, 

and Feature Packs.  Click here to read more about update classifications.  

For more detailed information about a specific software update, simply click on any row to drill 

through to List of PCs with a Particular Software Update. 

https://docs.microsoft.com/en-us/sccm/sum/get-started/configure-classifications-and-products
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List of PCs with a Particular Software Update  
This report will list all of the PCs missing a particular software update. Use the handy interactive 

feature to sort through the information you need to see first. 

Employ four different report parameters to select the collection to display, the software update 

deployed state, the article ID, and article name that you want to view. Keep in mind, though, 

that if you are drilling through to this report from Count of PCs Missing Software Updates by 

Classification, the report parameters will already be selected; however, they can always be re-

set. 

Use the collection report parameter to select the device collection you want to review (for 

example, All Systems Collection). 

The deployed state report parameter allows you to select the deployed state of the software 

update.  

The deployed states are as follows: 

• Yes – The effected software update IS deployed within your environment 

• No – The effected software update is NOT deployed within your environment 

• Both 
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The article ID report parameter allows you to select the article ID associated with the software 

update.  

The article name report parameter enables you to select the specific software update 

associated with an article ID. This is important because many article IDs will pertain to different 

operating systems, so this function allows you to select the appropriate software update.   

If you are interested in reviewing software updates for a specific PC, you can drill through from 

this report to Computer Software Update Details by Classification by clicking on a particular PC 

name.  

 
 

 

Computer Software Update Details by Classification 

This report shows an overall count of the number of software updates by classification for a 

particular PC. Further detailed information is provided about software updates. From your 

desk, you will be able to see device details such as domain and user name information. 

Using three different report parameters, you select the PC name, the software update deployed 

state, and the software update state you want to view. However, if you are drilling through to 

this report from List of PCs with a Particular Software Update, the report parameters will 

already be selected but, they can always be re-set. 

The PC name report parameter allows you to select the PC you want to review. 

The deployed state report parameter allows you to select the deployed state of the software 

update.  

The deployed states are: 

• Yes – The effected software update IS deployed within your environment 

• No – The effected software update is NOT deployed within your environment 

• Both  
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The software update state report parameter allows you to see which software updates are 

installed, missing or a combination of both. 
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Patch Compliance Progression by Collection 

For each PC within a collection, this report provides you with a count of missing software 
updates (patches) and the last hardware inventory date.  
 
The deployed state report parameter allows you to select the deployed state of the software 

update. The deployed states are as follows: 

• Yes – The effected software update IS deployed within your environment 

• No – The effected software update is NOT deployed within your environment 

• Both  

 

The classification report parameter enables you to select which software update classification 

to display within the report. The update classifications are listed in order of severity: Critical 

Updates, Security Updates, Definition Updates, Service Packs, Update Roll-ups, Updates, Tools, 

and Feature Packs.  Click here to read more about update classifications. If you are interested in 

reviewing software updates for a specific PC, you can drill through from this report to Computer 

Software Update Details by Classification by clicking on a particular PC name. 

  

https://docs.microsoft.com/en-us/sccm/sum/get-started/configure-classifications-and-products
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Software Update Health Dashboard Set 
Enhansoft’s Software Update Health Dashboard set will help get you started on the road to a 
healthier and more secure environment by pointing out existing errors, so you can start 
resolving them immediately. This handy set is comprised of one dashboard and five reports.  

You’ll see obvious issues such as computers that need to be rebooted before software updates 
can be applied and Windows Update Agent errors. You’ll also see less self-evident problems 
involving WSUS, the Software Update Point (SUP) in SCCM and synching. 

This set will also tell you what new software updates are available and if there are any old 
software updates that still need to be deployed. 

The Software Update Health Dashboard set will assist in making your SCCM site healthier, 
achieving management goals and meeting SLA targets by increasing your software update 
compliance. The ultimate goal! 

 

 

 

 

 



 

Page 177 of 227 

 

Enhansoft – Your IT Asset Retrieval Service & Custom Report Leader 

List of Computers by Reboot Status 
This report will provide you with a list of computers based on their reboot status. 

 

 

 

List of Computers by WUA Scan Status  
This report shows you a list of computers based on their Windows Update Agent (WUA) status. 

 

 



 

Page 178 of 227 

 

Enhansoft – Your IT Asset Retrieval Service & Custom Report Leader 

 

Software Updates Required but Not Deployed 
This report provides you with a list of software updates that are required, but not deployed, by 
at least one computer. 
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List of WSUS Sync States by Site 
This report will provide you with a list of SCCM Software Update Point (SUP) servers based on 
their Windows Server Update Services (WSUS) sync status. 

 

 

 

List of Computers with Unknown Software Update Scan Results 
This report will provide you with a list of computers that have not returned scan results for one 
or more software update. This generally means that the computer is offline or is having 
problems with the WUA and needs to be fixed. 
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SQL Server 
This category of reports will provide you with details about SQL Server versions and databases.  
 
This is useful in order to know what SQL Server databases exist on what computers. For more 
details on how SQL Server database compatibility affects SQL Server performance, please see 
our blog post, Does SQL Server Database Compatibility Level Matter?  
 
Once this category of reports is installed, you can also create a collection of all the PCs that 
have SQL Server, for example, installed on them. More details  
 

https://www.enhansoft.com/blog/does-sql-server-database-compatibility-level-matter
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Count of SQL Editions  
This report will provide a count of all SQL Server editions within your environment. From here, 

you can drill down further to see the report List of PCs by SQL Edition, which in turn drills 

through to SQL Details. With this information, you will know the number of SQL Server licenses 

that you have. 
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List of PCs by SQL Edition 
You can drill down to this report from Count of SQL Editions. The List of PCs by SQL Edition 
report provides you with the PC name, SQL Server version number, SQL Server instance name, 
and the installation directory for a specific SQL Server edition. Your inventory assessment will 
be complete when you know exactly which PCs have SQL Server installed on them.  
 
For added convenience, two additional prompt options are available within their respective 
areas. You can see a complete list of all computers by using < All Versions > and/or < All 
Editions >. You may find this prompt useful when you want to see all SQL Server instances (for 
example SQL Server 2008) regardless of edition. Similarly, you can see all computers with SQL 
Server Express installed regardless of version. 
 
From this report, you can drill through to SQL Details. 
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SQL Details 
With this report, you will know the exact number of SQL Server 2017, 2016, 2014, 2012, 2008 
and 2005 licenses that you have for a specific PC. You can drill down to this report from List of 
PCs by SQL Edition. 
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Count of Databases by Compatibility Level 
This report provides a count of SQL Server database compatibility levels for a collection. 
Knowing the database compatibility level is important as it will tell you which features can be 
used within a database. In many cases, it might be beneficial to upgrade the database 
compatibility level to match the SQL Server version for optimal compatibility reasons.  
 
Drill through from this report to List of PCs by Database Compatibility Level, which in turn will 
drill through to a further report, SQL Details. 
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List of PCs by Database Compatibility Level 
This report returns a list of all computers with a particular SQL Server database compatibility 
level. In order to reduce SQL Server database compatibility issues, where an older database 
exists on a newer SQL Server, this report will help identify older and unexpected SQL Server 
database compatibility levels. From this report, you can drill through to SQL Details.   
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System Enclosure 
There are 24 different System Enclosure WMI classes, but unfortunately, there isn’t a built-in 
SCCM report that will help you figure out the number of desktops, laptops, servers or virtual 
machines (VMs) in your environment. What if you need to know how may tower servers are 
running in the datacenter? What if you are moving away from desktops to laptops? If you are, 
how will you know the number of desktops left in your environment? This series of dashboards 
and reports will help you understand the system enclosure attributes of your PCs. Once this 
category of reports is installed, you can also create a collection with all of the PCs that have a 
particular application or program. More details 
 
 

PC Types Defined 
These Enhansoft-created definitions are based on the most customer requested PC types.   
 
The four PC Type classes are as follows: 

Virtual 
Applies to any computer with the SCCM Virtual Machine flag set to Yes. 

 
 

Server 
Applies to any computer with a System Role of Server. This definition excludes virtual 
machines. 
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Laptop 
Using the Win32_SystemEnclosure for Chassis Type, the following are defined as a Laptop: 
Portable (8), Laptop (9), Notebook (10), Hand Held (11), Docking Station (12), and Sub 
Notebook (14). 

Desktop 
Applies to any computer that doesn’t fall into the other definitions. The end result will only be 
true desktops. 
 

Count by Chassis Types  
The Count by Chassis Types dashboard puts the 24 System Enclosure WMI classes into two 
easy-to-read charts. Now you’ll be able to know in an instant the number of desktops, hand 
helds, laptops, notebooks, sub notebooks, mini towers, towers, etc., that are in your 
environment!  
 

 
 
In the chart on the left-hand side, the WMI classes are grouped into PC Types (desktops, 
laptops, servers and virtual computers) in order to give you a better, less complicated, high-
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level overview. On the right-hand side, you can clearly see the number of different 
corresponding chassis types.  
 
We’ve also got you covered if you need to print this report. Each chart and corresponding table 
can be printed on separate pages!  
 
This report will drill through to List of PCs by Chassis Type, which in turn drills through to 
Computer System Enclosure Details. 
 

List of PCs by Chassis Type  
This report returns a list of PCs by chassis type. From this report, you can drill through to 
Computer System Enclosure Details.  

 
 

 

Count by Manufacturers (System Enclosure)  
This report returns a count of system enclosures by manufacturer. From this report, you can 
drill through to List of PCs by Manufacturer (System Enclosure), which in turn drills through to 
Computer System Enclosure Details.     
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List of PCs by Manufacturer (System Enclosure)  
This report returns a list of PCs by a particular manufacturer. This handy report allows you to 
determine which users have a particular manufacturer, such as HP, within a collection. This 
information will help you to replace or update these PCs as needed. From this report, you can 
drill through to Computer System Enclosure Details.   
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Computer System Enclosure Details  
This report is the final drill through report from List of PCs by Chassis Type and List of PCs by 
Manufacturer (System Enclosure). Use this report to select the device you want to look at and it 
will tell you what the device is (i.e. a laptop, desktop or a server). Details about the 
manufacturer, serial number, and tag information are also provided. 
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User Programs 
This category of reports will help you update or troubleshoot user-installed programs.  
 
User Account Control (UAC) will prevent non-administrators from installing software in 
C:\Program Files and C:\Windows. In Windows Vista and above, however, users can install 
applications with a properly setup MSI file. The application’s MSI file setup installs a virtual copy 
of C:\Program Files called C:\Programdata. This allows applications such as GoToMeeting, 
Chrome, Firefox, etc., to be installed by the user without the IT Department’s knowledge.  
 
Native Configuration Manager tools will not be able to inventory these items, so that is why this 
category of reports was created. Configuration Manager Administrators can now review 
security issues involving user-installed software and act where appropriate.  
 
Once this category of reports is installed, you can also create a collection of all the PCs that 
have a particular user program. More details  
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Count of User's Add or Remove Programs returns a count of users’ added or removed 
programs. From this report, you can drill through to List of PCs by User Add or Remove Program, 
which in turn drills through to List of Add or Remove Programs by User Name or User Add or 
Remove Program Details for a Computer. 
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List of PCs by User Add or Remove Program 

This report provides a list of computers for a given user program. From this report, you can drill 
through to List of Add or Remove Programs by User Name or User Add or Remove Program 
Details for a Computer. 

 
 

 

List of Add or Remove Programs by User Name provides a list of user programs for a 

specific user name. From this report, you can drill through to User Add or Remove Program 

Details for a Computer. 
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User Add or Remove Program Details for a Computer is the final drill through report 

from List of PCs by User Add or Remove Program and List of Add or Remove Programs by User 

Name. 
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Volumes 
This category of reports will help to ensure that adequate disk space exists for each volume. 
Once this category of reports is installed, you can also create a collection of all the PCs that 
have a particular volume setting. More details  

 
Count of Volumes by Capacity 
This report provides a count of volumes by capacity for a given collection. From this report, you 
can drill through to List of Volumes by Capacity, which in turn drills through to Computer 
Volume Details. 
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Count of Volumes by Drive Type 
This report shows a count of volumes by their drive type for a collection. From this report, you 
can drill through to List of Volumes by Drive Type, which in turn drills through to Computer 
Volume Details. 

 
 

 



 

Page 197 of 227 

 

Enhansoft – Your IT Asset Retrieval Service & Custom Report Leader 

Count of Volumes by Free Space 
This report provides a count of volumes, based on the amount of free space, for a collection. 
From this report, you can drill through to List of Volumes by Free Space, which in turn drills 
through to Computer Volume Details. 
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List of Volumes by Capacity 
Drill down to this report from Count of Volumes by Capacity. This report provides you with 
volume details for a particular volume capacity. From this report, you can drill through to 
Computer Volume Details. 

 
 

 
List of Volumes by Drive Type returns a list of volumes for a designated drive type. From 
this report, you can drill through to Computer Volume Details. 
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List of Volumes by Free Space 
This report provides you with the PC name, volume ID, caption, drive type, capacity, free space, 
boot flag and system flag for each volume. From this report, you can drill through to Computer 
Volume Details. 

 
 
 
Computer Volume Details is the final drill through report from List of Volumes by Capacity,  
List of Volumes by Drive Type and List of Volumes by Free Space. Use this report to review 
various volume details for a specific comptuer. Information about the manufacturer, model, 
and user name are also provided. 
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Reference 

Creating Configuration Manager Collections 
 

This feature is available with the following categories: 
 

• Applications and Packages 
• EWR Base Reports 
• Local Accounts and Groups 
• Mapped Drives 
• Mapped Printers 
• Proxy 
• Services 
• Share 
• SQL Server 
• System Enclosure 
• User Programs 
• Volumes 

 
Using the SQL Server category of reports, as an example, these are the high-level steps for how 
to create a collection of all PCs with SQL Server 2005 Express installed on them. 
 
1. Create a Query similar to one you would create for any other query.  
2. Under the Criteria tab, select ES_SQL05 – PropertyStrValue within Where. 
3. Change Operator to is like. 
4. Enter “%Express Edition%” within Value. 
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Your entry should look like the following: 
  

 
 

5. Finally, create a collection as you normally would by using the query that you just created. 
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Default Report Parameters 
To set default report parameters in SQL Server Reporting Services (SSRS), using Overall Missing 

Software Update Status by Classification and SSRS 2005 as the example, first browse to the 

report.  

 

 
 

Notice that the Classification report parameter is not populated. 

 

• Click on the Properties tab. 

 
 

 

 

 

 



 

Page 203 of 227 

 

Enhansoft – Your IT Asset Retrieval Service & Custom Report Leader 

• Click on the Parameters node. 

 
 

• Select the Has Default check box next to Classification.  

 

• Next, select the down arrow. 
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• Since the Overall Missing Software Update Status by Classification report employs a multi-

select box, you need to add one row for each item that is to become the default. In our 

example, the defaults are Critical Updates, Security Updates, and Service Packs. 

 
 

• Once completed, click Apply.  
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• Click on the View tab. 

  
 

From this point forward, when this report is executed, all the report parameters will be pre-

populated. The report will only display the classifications that have been selected within the 

defaults. Also, notice that the report parameters are still visible and can be manually changed.  

 

These steps may vary slightly between SQL Server 2008, SQL Server 2012, SQL Server 2012 R2, 

SQL Server 2014, SQL Server 2016 and SQL Server 2017. 

  



 

Page 206 of 227 

 

Enhansoft – Your IT Asset Retrieval Service & Custom Report Leader 

Purchasing Policy for Monitors 
In order to gain the full benefit of using Enhansoft Reporting-Monitors, a monitor purchasing 
policy should be created. At a minimum your purchasing policy should ensure that only 
monitors from your company’s recommended list are purchased.  

Enhansoft Reporting-Monitors: Submitting Calculated Serial Numbers 
In order to assist with updating the calculated serial number field, new submissions should be 
made to Enhansoft at Techtalk@Enhansoft.com. 
 
Please include: 

• A copy of the exported monitor data. This task can be completed by simply using the 
Export Display Data function in the MIR client interface. 

• The physical serial number of the monitor as displayed.  
 
All submissions become the property of Enhansoft Inc.  
 

Report Reader AD Security Group for Configuration Manager CMCB/CM12 
R2/CM12 
By setting up an AD security group, you can grant non-Configuration Manager Administrators 
the ability to read SQL Server Reporting Services (SSRS) reports without having them leverage 
the bulky Configuration Manager console. This may be useful to you if many people in your 
organization need to read Enhansoft Reporting’s SSRS reports. 
 
In order to make this set-up easier, Enhansoft created a new Report Reader tool which will save 
you time because you won’t need to keep adjusting permissions. 
 
This section will guide you through the step-by-step process.  

mailto:techtalk@enhansoft.com?subject=MIR%20Calculated%20Serial%20Numbers
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1) In Active Directory Users and Computers (ADUC), right-click on the appropriate 
Organization Unit (OU) (Users in this example), point to New and then click on Group.  
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2) Enter the Group name and click OK. 

 
3) Double click on the Group name that was created; next, click on the Members tab and then 
click Add... 
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4) Add the appropriate users, then click OK twice. 

5) Download the Report Reader permissions tool zip file.  

https://www.enhansoftdownloads.com/CM/CMSecRoles.zip 

 

 

 

 

https://www.enhansoftdownloads.com/CM/CMSecRoles.zip
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6) After un-zipping and extracting the XML file, open the Configuration Manager console. 
Browse to Administration | Overview | Security | Security Roles; then, right-click and select 
Import Security Role. 
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7) Browse to the XML file’s location. Select it and click Open. 
 

 
8) Once imported, browse to Administration | Overview | Security | Administrative Users; 
then, right-click and select Add User or Group. 
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9) Click Browse... 
 

 
10) Add the Group name and click OK. 
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11) Click Add… 
 

 
12) Select Enhansoft Report Readers and click OK. 
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13) Click OK to continue.  

Note: If you want to restrict which computers or users this security group can see, you can do 
that within the Assigned security scopes and collections section. 

With that last step, you have now created a security group which has permission to see all of 
the computers and users within Configuration Manager, and they can access all reports via the 
web interface to SSRS. The web URL is generally http://<server name>/reports. In the Enhansoft 
lab environment, it is http://cm12-cm4/reports. 
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Troubleshooting 
 

Enable Remote Errors 
 
Oftentimes, if remote error messages are not enabled, SSRS will not display the actual reason 
behind an error message for security reasons. An example of this type of messaging can be 
found below and also in the SQL Replication and SSRS troubleshooting section. 
 

 
 
In order to see the true error, you will need to enable remote errors. This can be done by taking 
the following steps: 
 
1) Run SQL Server Management Studio (SSMS) with elevated privileges.  

 
2) Logon to Reporting Services. 

 

  
3) Right-click on the server name and select the Properties node.  
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4) Once the Server Properties page is open, click on Advanced. In the Advanced page, look for 

EnableRemoteErrors. Change the value to True and click OK. 
 
Now that remote errors are enabled, you will be able to see the actual reason behind any error 
message. This will allow you to be more efficient when troubleshooting errors.   
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SQL Server Replication and SSRS 
 
If you are using SQL Server database replica for reporting, please allow time for the SQL Server 
database replication to occur. Depending on your environment, this task will generally be 
completed within 24 hours. 
 
If you are unsure whether or not SQL Server database replica is being used, a general indication 
of it being in place can be determined if the following conditions are met: 
 

• The setup log file shows no issues creating the stored procedures.  

• You receive a similar error message to the ones below.  
 

Error Message 1 

• An error has occurred during report processing. (rsProcessingAborted)  
o Query execution failed for dataset 'PC'. (rsErrorExecutingCommand)  

Could not find stored procedure 'ES_RBA_PCNameFilter_RV'. 
 

Error Message 2 

An error has occurred during report processing. ---> 
Microsoft.ReportingServices.ReportProcessing.ProcessingAbortedException: An error has 
occurred during report processing. ---> 
Microsoft.ReportingServices.ReportProcessing.ReportProcessingException: Query execution 
failed for dataset 'Coll'. ---> System.Exception: For more information about this error 
navigate to the report server on the local server machine, or enable remote errors 
 

 
Error Message 2 indicates that remote errors have not been enabled in your environment. In 
this instance, you will need to enable remote errors in order to see the actual reason behind 
this error message. The steps to enable remote errors can be found within the Enable Remote 
Errors troubleshooting section. 
 
 

Unable to Connect to SSRS. REPORTS WILL NOT BE CREATED. 
If the Unable to Connect to SSRS error message is displayed, the error is likely to be related to a 
name resolution or a firewall issue. Please confirm that both items are working correctly from 
the site server. 
  
You can quickly test to confirm access by using Internet Explorer and browsing to http://<the 
FQDN of your SSRS server>/reportserver, for example: http://ssrs.enhansoft.com/reportserver. 
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Workstation Validation 
Since Enhansoft Reporting (ER) does not install software on workstations, you may want to 
validate whether ER was executed on a particular PC. The easiest way to do this is to look at the 
data within the WMI class.  
 
Follow these steps to validate that ER collected information for a particular PC: 
 

 
1) Right click on wbemtest and select Run as administrator. 

 
2) Click Connect… 
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3) Ensure the namespace is set to root\cimv2 and click Connect.  

Tip: You can remotely connect to a PC using \\<PC Name>\root\cimv2 
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4) Select Enum Classes…  

 

 

 
5) Choose Recursive and click OK. 
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6) Wait until the full list populates. Once the list is fully populated, the word “Done” (see red 

arrow) will appear in the top bar next to the number of objects. For this example, find 
ES_SQL12 and double click on ES_SQL12. 

 

 
7) Click Instances. 
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8) Double click on any of the Instances.  
 

 
9) Select the Local Only check box (see red arrow), and review the data. 
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Data Results 
If you find consistency issues with the data being displayed in any of the reports, this generally 
occurs when incorrect data is inventoried from the PC itself. This can be a sign of WMI 
corruption and should be corrected on the PC. Once the WMI is fixed, update the inventory 
with Configuration Manager, and this will update the data within the reports.  
 
Contact our support team at Support@Enhansoft.com if you still have questions about the data 
being displayed within any Enhansoft Reporting report. They can work with you to help to solve 
the problem.  
 

Enhansoft Reporting-Monitors: Rogue Plug and Play ID - PNPID 
The following PNPIDs should not be used by any manufacturers.  They are rogue IDs and are 
deemed “bad” by Microsoft.  We only display the exact title, unedited, as listed by Microsoft 
within the PNP Database. 

• Do NOT use – AUO 

• Do NOT use – LPL 

Unknown Plug and Play ID – PNPID 
The following is an example of unknown PNPIDs.  These are either new manufacturers or they 
are an example of a new rogue PNPID.  If you see these PNPIDs please contact 
Support@Enhansoft.com in either case and we will contact Microsoft directly on your behalf. 

• Unknown PNP ID: BNQ 

• Unknown PNP ID: GVT 

• Unknown PNP ID: GVV 

Enhansoft Reporting-Monitors: Client Interface - Scrubbing Feature 
1) If you receive an error message while using the scrub feature, verify that psexec.exe is on 

the computer which you would like to scrub. If not, download it from: 
http://technet.microsoft.com/en-us/sysinternals/bb896649.aspx 
 
Ensure that the psexec.exe is located in the Windows path. 

 

mailto:support@enhansoft.com?subject=Enhansoft%20Reporting%20Data%20Results
mailto:support@enhansoft.com?subject=MIR%20PNPIDs
http://technet.microsoft.com/en-us/sysinternals/bb896649.aspx
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2) If you receive the following error message: There was no monitor information found on 
the chosen client, this could be a result of: 

  
o A virtual machine where there is no information to be displayed.  
o The MIR client interface was executed after scrubbing the display data. Reboot the 

PC to have the remaining monitor data populated. 

 
 

3) If you receive the following error message: The WMI class ES_MIRv5 was not found. Please 
install Monitor Information Reporting to view data, please ensure that the Monitor 
Information Reporting client is installed. 

 
 

For any other issues, please contact support. 
 

Force Install of Non-RBA Reports 
When running SSRS reports on CM12 R2 or later, Role-Based Administration (RBA) is used to 
limit a user’s collection access. With RBA, reports will take longer to run and in some cases it 
could be much longer than expected. It should be noted that this will happen with both the 
built-in Microsoft Configuration Manager reports and with Enhansoft Reporting’s (ER) reports. 
Given these performance issues, ER allows you to install a non-RBA version of its SSRS reports. 
The non-RBA reports will perform exactly the same, however, without the RBA access 
restrictions.  
 
If you wish to install non-RBA reports on a system with CM12 R2 or above, follow these steps: 
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1)  Start by installing ER. 
 

2)  Select the Do not create RBA Reports (CM12R2/CMCB) checkbox, as seen in the screenshot 
below.  
 
3)  Continue the setup normally. 
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Contact Support 
Apart from the above-noted items, there are no other known issues with Enhansoft Reporting 
(ER); however, if you come across any, please contact support@enhansoft.com. Please ensure 
to send your log files. 
 
To aid in troubleshooting, please provide us with the following details:  

Enhansoft Reporting-Monitors Report Troubleshooting 
• A description of the issue that is occurring.  

• The data file provided by the MIR export feature.  

• The MIR5.log, generally found with the Configuration Manager client logs, or in the user 
temp directory (%Temp%).  

• The physical serial number of the monitor as displayed (optional, but recommended).  

• Any relative details about your environment. 

Enhansoft Reporting-Monitors Client Setup 
• MSI log; since the setup is a straight MSI, to generate a log file add the command line 

switch /l*v <filename> within the setup command line. 

• A description of your environment; please include Windows version (x86/x64) and 
Configuration Manager version (2007/2012/2012 R2/CB).  

Enhansoft Reporting Site Server Setup  
• A description of the issue that is occurring.  

• MIR_DLL_setup.log, generally found with the Configuration Manager client logs; in some 
cases it will be within the %temp% directory.  

• A description of your environment; please include Windows version (2003/2008/2012/ 
2012 R2/2016) (x86 / x64), Configuration Manager version (2007/2012/2012 R2/CMCB), 
SQL Server version (2005/2008/2012/2014/2016/2017) and location (local to site server 
or remote).  

 
  

mailto:support@enhansoft.com
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Requesting a Report 
If you have an idea for a new report not already found in Enhansoft Reporting (ER), please 
contact ERWish@Enhansoft.com. All report requests are evaluated on their usefulness for all 
customers of ER.  
 
To submit a request for a new report, please include the following information: 

• the title of your new report 

• the category of the report 

• a short description 

• your ideal heading names, sample output, and sample source data 

• whether or not this new report needs to drill through to another report 

• any sms_def.mof/Configuration.mof changes 
 

All submissions become the property of Enhansoft. 
 
Please note that this service is NOT intended to be a replacement for generating custom 
reports. If there is a need for custom reports, Enhansoft can be hired to perform this service for 
you. Please contact us at Info@Enhansoft.com for more information about our custom 
reporting services.  

mailto:ERWish@enhansoft.com?subject=Enhansoft%20Reporting%20Request%20a%20Report
mailto:Info@enhansoft.com?subject=Request%20for%20Custom%20Reports

