’—knhansoft
REPEHING



Enhansoft — Your IT Asset Retrieval Service & Custom Report Leader

Introduction to Enhansoft Reporting

Enhansoft Reporting works with Microsoft® System Center Configuration Manager Current
Branch (CMCB), Microsoft® System Center 2012 R2 Configuration Manager (CM12 R2),
Microsoft® System Center 2012 Configuration Manager (CM12), Microsoft® System Center
Configuration Manager 2007 R3 (CMO07 R3), Microsoft® System Center Configuration Manager
2007 R2 (CMO07 R2), and all of their related service packs. Unless specifically mentioned within
this document, the following information relates to all versions of Configuration Manager
(CMm).

Configuration Manager collects significant amounts of information, however, not all of it is
available through Configuration Manager’s console or web reports. This is where Enhansoft
Reporting helps organizations by enhancing and extending Configuration Manager’s value.

Enhansoft Reporting’s over 150 dashboards and reports are sorted into 25 categories. Each
category is a complete set of dashboards and reports. Most categories will have dashboards
that start at a high level. From these dashboards you can then drill down to reports about
specific computers.

For example, “Overall Software Update Status Dashboard,” gives you high level information. It
will drill down to, “Count of PCs Missing Software Updates by Classification,” which in turn drills
down to, “List of PCs With a Particular Software Update.” The final report in this series is,
“Computer Software Update Details by Classification.”

If you need quick answers to the following questions:
e What is the patch status of a single computer or a collection of computers?
e How many monitors will need to be replaced when upgrading computers?
e What monitor resolution is a specific employee using?
e Who are the local administrators on servers?
e What shares and share permissions are on workstations?
Enhansoft Reporting will provide you with this important information all at the click of a mouse!

Enhansoft Reporting’s reports are interactive and can be exported to CSV, Excel, PDF, TIFF, Web
Archive, and XML file formats. They are also pre-sized, so you can print them on standard-sized

and legal-sized paper.

Enhansoft Reporting is always expanding based on your feedback, so tell us what you need.

Enhance the value of Configuration Manager with Enhansoft
Reporting!

nhansoft
Page 2 of 250



Enhansoft — Your IT Asset Retrieval Service & Custom Report Leader

Contents

Introduction to ENhansoft REPOITING .......cveiiiiiiiiiii e 2
Using EnNhansoft REPOITING — ER.......covvoiiiieiece e 14
INSTAII OVEIVIBW ......eviiiciiee ettt ettt et e s e e st e e st e e e st e e e sab e e e sabeeesbbeeesbeeesneeeans 14
TR VL] (PRSP 14
Site Server Minimum REQUINEMENTS .....cciiiiiiiiiiiicicieeceeeeeeeeeeeeeeeeeeeeeeeee e e e e e e e e e e e e e e e e e s e seeeseeeseeeeesesenees 14
Minimum Hardware REQUITEMENTS .....c.uviiiieiiee e cieee ettt e e e rtee e e e sta e e e e ente e e e eeabaee e esnbeeeeenrenas 14
Minimum Permission REQUIFEMENTS .......cciiiiiiiiiiiiiee ettt e e e st e e e e s s e sarereeeeeeeenas 14
System Center (CMCB/CM12) Configuration Manager With @ CAS .........cocvvveeveeeeeeeeeeeeree e 14
System Center (CMCB/CM12) Configuration Manager Standalone Primary ......c.ccccceeveveeveeneennenns 14
System Center Configuration Manager 2007 .........cccuveeeeiiieeeeiieeeeecieeeeesteeeeesraeeeeeraeeeesaraeeeseaneeeenas 15

Install Procedure for System Center (CMCB/CM12) Configuration Manager with a CAS or
Ny =T aTo F] Lol a Tl ad a0 o T ] PP 16
Verbose LoggiNg fOr ER SELUP ..oovuiiiiiiiie ettt et s e aree e e s e e e s b e e e enareeas 26
CHBNT SBIUP. ..ttt bbbt bbb et et et bbbt 27
Minimum SOftWare REQUINEMENTS ....cccviieiiiiiee e cciee ettt eetee e e et e e e e eabee e e e ebe e e e eeabaee s esnbeeesennrenas 27
Minimum Hardware REQUITEMENTS ........ueiiiiiiee ettt eetee e e e rtee e e et ae e e e eate e e e esabaeesesnbeeesearenas 27
Deploying the Enhansoft Reporting-ER Computer and User Programs ...........cccoccevveiveneennns 27
Enhansoft Reporting-MONITOrS SELUP ......coviiiiiieieie i 29
Enhansoft Reporting-MIR Setup COmMmMaNd LiNES.......cccuiriuiriiiiieeneentenee ettt 29
(0] g B ={o 1] o T=d 2o ]| (oYU PP 29
Enabling Enhansoft Reporting-MIR Client Verbose LOZEING .......cccvveeiiiieiiieiiee e 29
Enhansoft Reporting-MIR INTEITACE .........coiiiiiiie e 30
SCrubbing MONITOE DALA .......c.eiiiiiiiecec ettt be e e eneeeas 31
EXPOrt DISPIAY Data.........ccviivieiiicieiieie ettt sttt e et e e e teenesneenreenee s 32
MIR Output and EXPIANATIONS ........cc.oiiiiiiiieieieie e 33
CHENE FIEIU. ...ttt b bbbt 34
MONIEOT FIEIA ...ttt bbbt 34
PNPID FIBIA ... .ottt e st et e et e teeneesnaenteeneeeraeneeneenneeen 34
MaANUFACTUIET FIEIU. ......ecuieiiie e 34
DEVICE ID FIIA ...ttt 34
MOET FIEIA ...t 35

nhansoft

Page 3 of 250



Enhansoft — Your IT Asset Retrieval Service & Custom Report Leader

EDID VErSION FIEIA ..ottt 35
Serial NUMDEE FIEIA.......couei e e e et e e 35
SEIAl NUMDBEI NOTE «..eviiiieiee et e e e e e e st e e e e sab e e e e sabaeeeeasaeeesssaeeesasseeeenas 35
Calculated Serial NUMDBEr FIEIA.........c.ccveieeeiie e e 35
INternal MONITOr EXAMPIE ... ..viiii ettt et e e e etae e e e et e e e e e eate e e e eantaeeeesnsaeeeenrenas 37
Virtual MONItOr EXAmMPIE..c..eeiei ettt e e et e s e e e be e e e sabe e e s snsbeeeessbeeessnnrenas 38
SCIEEN SIZE FIBIA. ... .ei i e e e sae e s be e s e e ene e 38
Native Pixel FOrmat FIElU.........oooviiii e 38
Aspect Ratio and ReSOIULION ACTONYM.....ccviiiiiiieeie ettt sre e e e sre e 39
Vo] g1 (0 g - P USPP 39
Screen ResolUtion and POSITION ........c.coiiiieiieiic it 39
Year and WEEK FIEIUS ........oouiieiec ettt 41
MaNUFACtUred WEEK NOTE ..ccuueiiiieeiie ettt ettt st et e b e sbae e sabeeeaees 41
ACtIVE MONITOr STAtE FIEIU.........eieeieiee e 41
False Positive Note for Windows XP or Windows 2003..........ccceeeveeerieeiiieeenieeeieeesieesieeeseeessseeesnnes 42
Power Management Options FIEl..........ccooveiioiiiiiie e 42

AV 4o [=To T 0] 1o T=Tot 1o o ISP 43
ER REPOIt DESCIIPLIONS .....viivieiecie ettt et e e e ba e be e e e snaesneensesneenteeneeas 44
Role-Based AAmMINistration (RBA)........couiiiiiieie sttt sre e 44
N0 (0] oSS URPR 45
Count Of AdODE LICENSE TYPES....cviiiiirieiteeiie ettt ettt sbe s e raeste e sneenas 45
List of PCS by AdODE LICENSE TYPE ..cuvieueiiiieiieeie ettt ettt sttt teenesneesreenae s 45
CouNt OF AAODE SKIUS ..ottt nre e e reenne e e nneenes 46
List Of PCS DY AGODE SKU .....c.uiiiiiieii ettt sne e ra e e 46
Computer AAODE DELAilS..........ocviiiieccce e s 47
APPHICAtioNS AN PACKAGES ......c..oiiiiiiiiiiiieieie ettt b et 48
(@0 TU g1 o) 2N o] o] 1= [0 S PRTRS 48
List of Computers DY APPHCALION.........coiiieieieiese e 49
Configuration Manager Package and Application Details............ccccocevvveveiieiiiene e 49
(00101 011 (<] SO U PP UPTUPRTUPTPURRPPN 50
COlIECHION DELAIIS. ... ..ottt et reereans 50
Computer COHECHION DELAIIS..........cueieiieieee et re e sneeneas 51
Locate Computers DY USBIMAME .........ouiiiiiieieiesie e 51

—knhansoft
Page 4 of 250



Enhansoft — Your IT Asset Retrieval Service & Custom Report Leader

All-IN-ONE COMPULET VIBW ...oviiiiieiieie et ie st te ettt te e sra e teesae st e sseenaesneesreenaesneenseenens 52
COMPUEET DELAIIS ...ttt e bbb ane s 54
COMPUEET DELAIIS ...t 54
Configuration ManAQEr SITE.........ciueiieieiiese e e e e e be e e reeste e e sreennas 55
Count of Clients vs Non-Clients BY DOMAIN .........ccoiiiiiiiiiieie e 55
Count of Devices Discovered in the Past 7 DAYS .........ccoovrieiierenenenisesesee s 56
Last Collection of Update TIMES .......ccveiiiieiieie ettt re e e e 56
List Of AVertiSEMENT PrOPEITIES ........c.iiiiieiiieieite ittt 57
Management POINt DAIlY USAQE ........ccuiiiiiiiieieieie e 58
Y NV 1= LN 58
Management POINT USAGE .......couviiiiieiieieiie sttt sttt ta et teebesna e reenesnaenreene s 59
YL NV 0T TN 59
SItE HEAITN STATUS ... i ettt esbe e sneees 60
List Of BaCKUP States DY SIE ......cviiieiicic e 61
Component Health States DY SIE .......coiiiiiie s 61
List OFf WSUS SYNC StateS DY SIE ..o 62
PACKAGE STALUS .....vecveeieeie ettt ettt st e et et e st e e teene e s aeenteenseera e beeneesneenas 62
SCCM Client Health DashbhOoard.............cccueiviieiieiieseee e 63
List of Computers by SCCM CHENt VEISION ........cccoiiiiiiiiiiiiee e 64
List of Computers by SCCM Client Health Status...........cccooveiiiiiiicie e 64
D] oo = Vo USROS 65
AdVErtisSemMENt HOME PAJE ..ot 65
Advertisement Metric DashDOArd ...........c.oooiiiiiiiiiinie e 65
List of PCs by Month and Advertisement StatusS.............ccevveieiiieie e 67
Computer ADVErtiSEMENT STALUS ......c.ueiveiieiiieiesie st 67
Collection DashDOAIM..........c.coeiiiiiiiicieeee e e 68
Collection Metric DashDOAIT ..........ccoviiiieiiie e e 69
Collection ACLION DELAIIS. ......c.ccieiiee ettt enre e eneeneas 70
Desired Configuration Management Dashboard .............ccccoeeiiiiiiiiiieneeeee e 70
DP STAtUS SUMIMIBIY ...ttt sttt ettt e bt eebe e et e e s ae e e nbeeabe e et e e snneenbeenneas 71
Online Status 0f DPS DY COHECHION ........ooveiecieciee e 72
Package Deployments to DPs Based on Status and Collection ............cccccoovveviivieiicceccecneee. 72
Free Disk Space 0f DPS DY RANGE .....cc.vciiieieieeie st 73

—knhansoft
Page 5 of 250



Enhansoft — Your IT Asset Retrieval Service & Custom Report Leader

OS Deployment DashbDOard ............c.coviieiiveiiiieiiee e es 74
PaCKagE HOME PAGE..... .ottt bbb 74
Package Metric DashDOAIT ...........ccooiiiiiiii s 75
Package ACHION DELAIIS .........ccvoiiiie et 76
Program MEetric DashDOAIT..........ccuiiiiiiie e 77
Program ACHON DELAIIS..........coiiiiiiie e 78
Software Distribution Status (Top 10 & Last 7 DaYS)......cccecvververieiiesieeiesiesie e see e eee e 79
Software Metering DashDOAr .............ooviiiiiiiii s 79
Software Updates DashDOArd.............ccoouiiiiiiiiiee s 80
Lo oL L LA = (0] 1=To! 1 o] USROS 81
System Center Endpoint Protection (SCEP) Dashboard ............ccocoiiiiininiiniiiencccee 82
List of PCs by SCEP Anti-Virus Signature VErsSioN...........ccoceeoererienenenesiseeeseesie e 83
List of PCS by SCEP CHENt VEISION........ciiiiicieiie sttt sre e 83
List of PCS by SCEP ENGINE VEISION ......ccueiiiiiiiiieiiiiiesiieiieeee ettt 84
List of Max-Avg-Min SCEP Scan Times per PC MOdElS ... 85
List of SCEP Scan Times for a Particular PC Model ...........cccooeviiiiiiiiiiiieee s 85
Max-Avg-Min SCEP Scan Times for PCs within a Collection.............cccccooviiineniciiinns 86
SCEP COMPULET DELAIIS.......cvitiiiieiieiieeie et 87
o oo T T o1 SRR PP PR 88
LISt OF ER EITOFS ...ttt ettt sttt ettt nbesneeneas 88
LOCAl ACCOUNTS BN GIOUPS ......cuvereeteitestesiieieeie ettt sttt bbbt nn bbb 89
CoUNt OF LOCAI ACCOUNES ....oveieie ittt sttt nee st sne e ans 89
List of Computers with Local ACCOUNt NAME .........coveiviiiiiice e 90
Count of Accounts within Local COMPULET GIOUPS .......ccuereeierierienieiiesiesiesieeeseesee e 90
List of Local Computer Groups for an ACCOUNT ...........ccccveiieiieiie e 91
Members of a Local COMPULET GIOUP ......ccvveiuieieiiiiie ettt sre e 91
Local Account-Group Details for @ COMPULET...........ooiiiiiiiiiee e 93
MAPPEA DIFIVES ...ttt ettt s et e e s te e be e st e s ae e beeseeeba e teeneesssesteansesneenteeneens 94
Count of Mapped Drives DY DIVE TYPE ...cveieiiieiiiiesieeeeie ettt ans 94
List of Mapped Drives DY DIIVE TYPE ...c.uiiieieeieiieiieie st esie e eete e e aesneesse e 95
Count of Mapped Drives DY FIre8 SPACE .......ccveiiieiiiiiieieieie e 96
List of Mapped Drives DY FIre8 SPACE.......ccuciueieriieiiiesiieieieie e eneas 96
Count of Mapped DIiVES DY SIZE........ccouiiieeiie ettt eas 97

—knhansoft
Page 6 of 250



Enhansoft — Your IT Asset Retrieval Service & Custom Report Leader

List Of Mapped DIiVES DY SIZE ......ccveiiiiicie et sre s 98
List Of MapPed DIIVES DY USET .......couiiiiiiieiieieesie sttt 98
Computer Mapped Drive DELailS ..........cooiiiiiiiiieciesieeee s 99
MapPPEA DIIVES DY SEIVET ......eeieeeiecie ettt et e te et e e reenesneearaeneas 99
MAPPEA PIINTEES ...ttt b bbbttt ettt nb b 100
Count OF MAPPEA PIINTEIS ..ottt 100
List of PCS by Mapped PrINTEr........c.ciieiieie ettt 101
Computer Mapped Printer DetailS ..........ccooviiiiiiiiiieeeee e 102
Y ol o Tl 0] 1M @ i o= TP OPRSOPRRN 103
Microsoft Office Power Bl DashDOArd ...........c.cccveieiieiicic e 103
MiCroSOft OffiCE HOME PR ....ciiiiiiiie ittt ettt e e st e e e s ebae e e e sbeeeessntaeeesanes 103

List of Computers by Microsoft Office Product .........coccueeiieciiiiiciiiie i 104
Computer Microsoft Office DetailS .......cccuiiiieciiiiiiiie e aaee e 104
CoUNt OF OFFICE SKUS.... ..ot te et s e e s re e 105
List Of PCS by OFffiCe SKU .....ooviiici et 106
MicCrosoft OFfiCe DELAIIS .......ccviiiee e re e 106
(@1 ot AN [0 1 1SRN 107
Count of Office Add-ins by APPlCAtioN.......ccccciiiiieiee e e e e e e eaaee e 107

List of Computers by Office Application and Add-in NamMe .......ccccoveeiiciiiiiciiiee e 107
CompuUter OffiCE Ad-INS ....coiiiiiie e e et e e e ratr e e e esataeeesstaeeesaneaeaenas 108
MODIIE DBVICE. ...ttt sttt et e st e e s be e et e e sbe e st e e s teesrreesbeesnbeesreeenneeas 109
Count of Mobile Device Operating SYStEMS ......c.ciieiiiiieiiee e sa e 109
List of Mobile Devices With @ SPECIfiC OS ... 110
MODIle DEVICE DELAIIS .....ccuveeiiice e e re e 111
MONITOTS (IMIIR) ...ttt ettt ea e st e et e e be e s be e e s ae e s beentesreenteensesneeeas 112
Computer Monitors Power Bl Dashboard .............cocoiiiiiiiiiiisceseee e 112
Computer MONITOrsS HOME PAE ...cuiiiiiiiiiiieiie ettt sttt e e e e e e e s s s s siabar e e e e e e s ssabnraaaeeees 112
Manufactured Date (WeeKs) DELAIlS.......c.ueeciriiiieccieecee ettt eree st ee e tee e s e sree e snaeeenes 113

1Y ToT a3 T al\¥{Fo e 1Y I =] =1 3SR 114
MONILOr SCrEEN SiZ€ DELAIIS couvvieiieeeciie ettt e rte e e e ste e st e e be e e steeesnteesnseeenneeesnnnennns 115

(0o T 0] 0TV A=Y o\, [o T a T de ol 1= = 1| U 116
Count of MONITOr MANUFACTUIETS ........eiuiiiiiieie et nnea 117

—knhansoft
Page 7 of 250



Enhansoft — Your IT Asset Retrieval Service & Custom Report Leader

Count of Monitor Models by ManufaCtUrer.............cooviieiiiie i 117
List of PCs by MoNItor MOGEl ...........ooiiiiiici e 119
CoUNE OF IMONITOT STALES........eeeiiiieiieeiie ettt st e et sre e e e sreesbeenee s 120
List of MONItOrs DY ACLIVE SEALE........cccveiiiieiieie e 121
Count of Monitors by Manufactured YEar..........cccooiiiiiriiieiesie e 122
Count of Monitors by Manufactured Year and WeeK ... 123
List of Monitors by Manufactured Year and WeeK ..........c.coevveieiie i 124
Count of Monitors by Power Management SEttNG .........cccooeieiererinineseeee e 125
List of Monitors by Power Management SEttNG ..........cccovvveieieriienisiseeeeee e 126
Count of MONITOIS DY SIZE....c..eiieiiee e 127
List of PCs with @ Specific MONITOr SIZE........ccooiiiiiiiiiiicee e 128
Percentage of Computers with One or More MONITOL .........ccvieiiiiiiiieeeeee e 129
List Of PCS With X ACHVE MONITOIS ......ccviiiieieieiie e 130
List OF all PCS WIth PrOJECTOIS ........oiviiiiiiiiiieieie et 130
List of MoNItors DY COHBCTION...........oiiiiiiiiee e 131
NON-Ideal MONITOE SELLINGS ....ocveiieiieiiece et et sreenneene e 131
LiSt OFf MONITOIS TOF @ PC ...ttt 132
Current Resolution DashDOAIU...........coiiiiiiiiese e 133
List of Monitors by Current RESOIULION.............cciiiiiieiice e 134
List of Monitors by Partial Serial NUMDEK ...........ccoiiiiieic e 134
Computer MONITOr DETAIIS .........ooviiiiiiieeee e 135
List of PCs with Incomplete Monitor Information ..............cccccceeve i 136
Network INterface CONTIOIIETS ........cc.iiiiiiieeee e 137
Count of PCs by Number of Network Interface Controllers ..........ccccoevevveiviiniienesieseene 137
List of PCs by Number of Network Interface Controllers..........cccooevveveiieiiene e, 138
Computer Network Interface Controller Details.............ccocveieiieiicie i 138
PO Y et et 139
Count of Proxy Settings DY ProXy SEIVEN .......c.coieiieie ettt 139
Count of Proxy Settings DY State .........cceiiiiiiiie e 140
LiSt OF PCS DY PrOXY SEIVEN.......iiiiiieiiieieeie sttt e ettt ettt sta e e sneesneenennee e 141
LiSt OF PCS DY PrOXY STALE .....ceeiviiiiieiiiiiieiieiee ettt 141
Computer Proxy Setting Details ..........cccoierereiiiiiicisieee e 142
ROIES AN FEALUMES ...ttt bbbttt nb et 143

—knhansoft
Page 8 of 250



Enhansoft — Your IT Asset Retrieval Service & Custom Report Leader

Count of Roles and Features by COIHECLION .........c.ccoveiiieiice e 143
List of Computers by Role or Feature in @ Collection .............cccooeiiiiiiiincice e 144
Computer ROIES aNd FEALUMES ..........oiiiiiiiieie i 145
ST ToL T ] ] Y2 SSPRSSRSSN 146
TLS DASNDOAIT ... ettt ettt ns 146
List of Computers by TLS Protocol SEttNG .........cccooviiiiiiiieieieeses e 147
TLS Details fOr @ COMPULET .......c..iiieiieeieiie ettt te e snaenns 149
BIOS DAShDOAIT ..ottt nenne e 149
UEF 1ttt ettt s st b st s bbb bR Rt bbb ARkt s et At et s s n et tnn 149
SECUNE BOOT ...ttt ettt e e e e e s ettt e e e e e s e b e re et e e e e e e s nnnrbeeeeeseeesannenes 150

List of Computers by BIOS SEHING .......coveviiieiicie s 150
BIOS Details fOr @ COMPULET ..o 151
SBIVICES ..ttt ettt ettt ettt ettt ettt et r e e R e e e R e R et e eR e e Rt et e e Rt e R e e Rt e R e e Rt e ReenteeReenreenneereenreenrens 152
Count OF Service ACCOUNT NAMES........cviieieieriesie sttt sttt st nrenreas 152
List of Services by Service ACCOUNT NAME ......ocveiiiiiiiiiieee e 153
(@0 TU o1 o) BST=T Vol SRR 154
LISt OF PCS DY SEIVICE. ....eciiiiieite ettt sbe et te et e e saeenneene e 155
List of PCs with a Service Set to Automatic & Service is Not RUNNING........ccccceveiiiiniennnnn 155
Computer SErVICE DTS .......ccoiiiiiiiiieee e 156

] AT L= OSSPSR 157
COUNT OF SNAIE TYPES. ...ttt bbbt bttt sttt nb e bbb nne s 158
LiSt OF PCS DY SNAIE TYPE ...ttt 159
Count of ShAreS DY TIUSIEE ......ccviiiciee e re e 160
List Of Shares DY TIUSLEE ....cveeiece e 161
Computer SNAre DELAIIS .......cc.oiuiiiiiii e 162
SOFEWAIE INVENTOTY.....c.iiiieciec ettt e e te et e e st e e b e s aeesteenesraenteeneen 163
Application DashbOard ............c.coveiiiiiii e s 163
List of Computers DY APPHCATION. ........ciiiiiiiieee e 165
Asset Intelligence DashDOArd ............ccoeiiiiiiiiii s 166
List Of COMPULErS DY PrOTUCT.........ccoiiiiiieieie et 168
Asset Intelligence Computer DetailS ........cc.eiveiiiiiiieiice e 169
Comparison of Installed SOFtWAIE ..........covoriiiiiiii e 170
Recently Used Application DetailS.........ccccveieieiiieiiiisieeeese e 170

—knhansoft
Page 9 of 250



Enhansoft — Your IT Asset Retrieval Service & Custom Report Leader

Computers Without an APPHCALION ........ccviiiii e 172
NET Power Bl DashbDOArd .........cccouiiiiiiiiiiieieee et 174
NET HOME PAG...eeeee s ssssasssnnnsnnnnes 174
List Of COMPULErs BY NET VEISION...c.utiiiiiiiiieisite ettt st este s siteeste e sstneesbeesstaeesnseesneessaseesnes 175
Computer .NET Version DELailS.......cuuiiiecieie ittt e vt e e et e e s saaa e e e esarae e e sntaeeesnnanneaean 175
CoUNE OF INET VEISIONS ...vveiiiiiiie ittt sttt sttt sttt bbb nrenneas 176
List of Computers DY .NET VEISION .......ociiiiiiiiiiiciesieeee e 177
Computer Details fOr [NET .......ccuoiiiiicic e sre e are e 177
BaSiC SOTIWAIE SEALISTICS.......viieieieiiesic et 178
Total Usage Trend Analysis fOor COlECIONS...........ccuoiiiiiiieieieree e 178
Count of Users and Usage Time by Software Title ..........ccooeiieiiiii i 179
Software Installed in the PAast X DAYS .......ccciveiiiiieiieie et 180
Note: Hardware INnventory Cycle SEttiNGS.......coviiiiiiiiriei ittt ettt s e 181
PowerShell INVENTOrY REPOITS ........coviieiiieieeite st 182
POWETIShell DAshbBO@rd........ccccuiiiiiiiiiiieiiee ettt e ste e e ee e ste e st e e e bt e e sbeeesaeeesnteesneeesnseesnns 182
List Of PCS by POWEISNEII VEISION ...ueiiiiiiee ettt ettt eeette e e e e ate e e e e aae e e e ebae e e e enaaeeeennes 183
PowerShell CompuUter DELAIIS ......ccuuiiiiiiiiee et e s saee e e e s bee e e s snraeeesanes 183
SOTIWAIE UPUAEES ... bbbttt bbb 184
ACLIVE SOFtWAIE UPUALES ......vecviiiicie ettt st et nas 184
Computer Software Update STAtUS..........ccveiiiiieiieie e 185
List of Software Updates fOr @ PC ..o 186
List of Superseded Software UPAtes.........c.ccveiuiiieiieiiccceese e 186
Most Vulnerable Computers ONIINE .........ccccueiiiiiiieiie e 187
Online Status of Computers by CollECtioN ..ot 188
Overall Missing Software Update Status by Classification............ccccooevvviviiieiicvciciece 189
Overall Software Update Status Dashboard ..............ccccoveviiiiiiiiicce e 191
Count of PCs Missing Software Updates by Classification...........ccccccovevivenviiniieernsieneens 192
List of PCs with a Particular Software Update .............ccooviiiiieiiieiccceeeeee e 193
Computer Software Update Details by ClassifiCation ............cccocovviiiiiiiinininienene e 194
Patch Compliance Progression by ColleCtion...........cccovveiiiieiiieni e 196
Software Update Health Dashboard Set ............ccccoiiiiiiiiiieiei e 197
List of Computers by REDOO SEALUS ........ccveieieieiie e 198
List of Computers by WUA SCAN STALUS ......ccveiuveieiiereeieesieseeie e sie e see s see e see e 198
nhansoft

Page 10 of 250



Enhansoft — Your IT Asset Retrieval Service & Custom Report Leader

Software Updates Required but NOt Deployed..........cccooveieeieiieiieeceseee e 199
List Of WSUS SyncC StateS DY SIE ........oiiiiiiiiiec e 200
List of Computers with Unknown Software Update Scan Results...........cccccoovieiiiciiinnnnen 200
O ] IS T=T oY= PP 201
Count of SQL Server EITIONS .........cccvoiiiiiiiiie ittt 202
List of Computers by SQL Server EQItiON...........ccccooiiiiiiiiieec e 203
SQL SEIVEI DELAIIS ....c.eve ettt sb e be e sba e beerees 204
Count of Databases by Compatibility LeVel ... 205
List of Computers by Database Compatibility LeVel .........ccccooeiiiiiiiiiiiceee e 206
SYSIEM ENCIOSUIE......eoiiiiece ettt et e e et e e s be e b e s seesreesneereenreeneens 207
L O Yo 1T DY T YT PSPPSRt 207
LV AU | O T O T O TSSO PP P OO UPTOTPTOTOTPRRT 207

K] = OO PP PPPPTPPPRN 207

[ T 01 o 1N 208

(D T=T o TSRS 208

CoUNt DY ChaSSIS TYPES....ciuieieiieiieeiteeie st ste e s te et et e e e et e et e sreesbeestesneesreeseeareearaeneeas 208
LiSt OF PCS DY ChaSSIS TYPE ..ottt 209
Count by Manufacturers (System ENCIOSUIE) ..........c.coiiieiieie i 209
List of PCs by Manufacturer (System ENCIOSUIE) ...........coveiieiiiie i 210
Computer System ENCloSure DELailS .........ccooviiiiiiiiiiieiceee e 211

O LT o (0o =4 LSRR 212
Count of Users’ Add or Remove Programs ...........c.ccociiiiiiiiiiiiiicsseese e 213
List of Computers by User Add or REMOVE Program..........cceoeeerereniseneeieeseneese e 214
List of Add or Remove Programs by User Name .........cc.coevieiiiie i 214
User Add or Remove Program Details for a COMPULET ..........cccveiveiiiiieiiiie e 215

W OIUIMES ...ttt ettt et e et e s e st e e e s e st e e tees e e nE e e teeneenreenseeneeereeseaneenneennn 216
Count of VoIUMES DY CaPACILY ........coviieiiiiiecie ettt re e sre e 216
Count Of VOIUMES DY DIFIVE TYPE....iiieiieiieiieie ettt st nneas 217
Count of VOIUMES DY FIEE SPACE ....c..veieiieiieeie ettt nre e 218
List Of VOIUMES DY CAPACILY ....oveviiiiiieieiieee et 219
List OF VOIUMES DY DIIVE TYPE ...c.viiiiiieieeiieiee ettt 219
List Of VOIUMES DY Free SPaCe.......cveiviiiiii e 220
Computer VOIUME DELAIIS .......coieiieiice et enre s 220

—knhansoft
Page 11 of 250



Enhansoft — Your IT Asset Retrieval Service & Custom Report Leader

RETEIENCE ..ottt bbbttt bbb 221
Creating Configuration Manager COIECHIONS ...........ccviiiiiieicic e 221
Default REPOI PAraMELEIS........ooviiiiiiiieiieiiee ettt 223
ER-Computer.eXe.CoNTIg FIlE .....c.ooiiiieiece e 227

Adding a Well-Known User Account/Security Group FIag......cccuevveeiieeiieiiesiecee et 227

F ol ol o ¥ | o | £ OO 227
=T o{ U 4V €] o 18 o L3NS 227
Update DiStribDULION POINTS........voiiiiiiicie e sre e 228
Purchasing PoliCy fOr MONITOIS ......cc.ociiiieiece e 229
Enhansoft Reporting-Monitors: Submitting Calculated Serial Numbers ... 229
Report Reader AD Security Group for Configuration Manager CMCB/CM12 R2/CM12.... 229

B 011 o] 51 g oo 1 11 T SRS PSSSRSSON 238
g Ee o] (e =T 0] (=30 = 1 (0] SRS 238
SQL Server Replication and SSRS.........ccoiiiiiiic et 240
Unable to Connect to SSRS. REPORTS WILL NOT BE CREATED. ......ccccocevvviiiiiiienn 240
WOrKStation ValidatioN ..........ccveiieie ittt nns 241
DALA RESUILS ...ttt bbbt e e bbb b ne e 246
Enhansoft Reporting-Monitors: Rogue Plug and Play ID - PNPID .........ccccooveviiiieiveveeen, 246
Unknown Plug and Play 1D — PNPID .......ccccoiiiiiiiieiieee e 246
Enhansoft Reporting-Monitors: Client Interface - Scrubbing Feature ...........ccccccoevvevienne 246
Force Install of NON-RBA REPOIS ........coviiiiieiiecie ettt 247
CONLACT SUPPOIT ...ttt bbbttt b e b et nb e e e ne e 249

Enhansoft Reporting-Monitors Report Troubleshooting..........ccoccviieieciiii i 249
Enhansoft Reporting-Monitors CHENt SETUP......ciiciiii ittt et e et e e e e are e e e eanes 249
Enhansoft REPOIting Site SEIVEr SETUP .....iiiiciiii ettt e et e e e e ite e e e e tte e e e erte e e s enreeeeeanes 249
REQUESTING 8 REPOIT ...ttt bbbt bt 250

—knhansoft
Page 12 of 250



Enhansoft — Your IT Asset Retrieval Service & Custom Report Leader

Trademarks, such as the Enhansoft logo, are trademarks and/or registered trademarks of
Enhansoft Inc. Any other product and company names mentioned herein may be the
trademarks of their respective owners.

Copyright © 2006 - 2019 by Enhansoft Inc.

All rights reserved. No part of this publication may be reproduced, distributed, or transmitted in
any form or by any means, including photocopying, recording, or other electronic or mechanical
methods, without the prior written permission of the publisher, except in the case of brief
guotations embodied in critical reviews, and certain other noncommercial uses permitted by
copyright law.

Disclaimer

While every effort is made to ensure that the information contained in this document is
accurate, from time-to-time this product may be updated and/or reports may be added,
removed, or revised; so, please contact Info@Enhansoft.com to inquire about any changes.

nhansoft
Page 13 of 250


mailto:info@enhansoft.com?subject=Enhansoft%20Reporting

Enhansoft — Your IT Asset Retrieval Service & Custom Report Leader

Using Enhansoft Reporting - ER

Install Overview

The following section provides an overview of the minimum requirements and special details
that are required in order to install Enhansoft Reporting (ER). The ER setup is divided into three
sections: Site Server, ER Client, and ER Client (Monitors). If you have any questions about the
install procedure, please contact our support team: Support@Enhansoft.com.

Site Server

Site Server Minimum Requirements
e _.NET 4.0 or higher for site server setups
e .NET 3.5 or higher for client computers
System Center Configuration Manager Current Branch (CMCB)
System Center 2012 Configuration Manager (CM12) or later
System Center Configuration Manager 2007 (CMO07) with R2 or later.

Minimum Hardware Requirements

The minimum hardware requirements are identical to those defined by Microsoft® System
Center Configuration Manager. Apart from these hardware requirements, there are no other
additional requirements for ER. For questions, please contact Support@Enhansoft.com.

Minimum Permission Requirements
In order to install ER, the following permissions are required:

e Ability to create report rights within SQL Server Reporting Services (SSRS)

e Ability to create client device setting rights within System Center Configuration
Manager (CMCB/CM12)

e Ability to edit the Configuration.mof in all versions of System Center Configuration
Manager and, additionally in System Center Configuration Manager 2007, the ability to
edit the SMS_def.mof

e Ability to create stored procedures and functions within SQL Server.

Apart from these permission requirements, there are no other additional requirements for ER.
For questions, please contact Support@Enhansoft.com.

System Center (CMCB/CM12) Configuration Manager with a CAS

When installing ER on System Center (CMCB/CM12) Configuration Manager with a Central
Administration Server (CAS), please install ER first on the CAS. If you have a requirement to
install ER on any of your primary sites, please install ER with both the Hardware Inventory and
the Create Reports setting options.

System Center (CMCB/CM12) Configuration Manager Standalone Primary
There are no special instructions for CMCB/CM12 as a stand-alone primary site, except for the
minimum requirements previously mentioned.
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System Center Configuration Manager 2007

The installation of Enhansoft Reporting (ER) is a two-step process with System Center
Configuration Manager 2007 (CMO07). For detailed instructions, please contact
Support@enhansoft.com. In summary, during the first step, you will need to install ER by
selecting the Import Hardware Inventory setting option. Allow at least one client to inventory
each report category before continuing. Once the inventory is returned to CMO07, re-run the
setup (C:\Program Files (x86)\Enhansoft\Enhansoft Reporting\Server\), and this time select
Create Reports.
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Install Procedure for System Center (CMCB/CM12) Configuration Manager with a CAS
or Standalone Primary Site
1) To install Enhansoft Reporting (ER), place the setup file on the Configuration Manager

Site Server or CAS.
2) Ensure that the download is not blocked.
a. Right click on the ER setup file and choose Properties.

General | Security | Details | Previous Versions |

_ j} |EH_InstaIIer'Eﬂ2.zip

Type aof file:  Compressed (zipped) Folder {.zip)

Opens with: [ Windows Explorer | Change...

Location: ChUsershgarth Desktop
Size: 11.0 MB (11,621,027 bytes)
Size ondisl:  11.0 ME (11,624 443 byvtes)

Created: Today, August 30, 2017, 2:38:32 PM

Modified: Today, August 30, 2017, 2 hours ago
Accessed: Today, August 30, 2017, 2:38:32 PM

Security: This file came from another _
computer and might be blocked to m

help protect this computer.

b. Click Unblock (the unblock button will become grayed out). Click OK.

3) Next, double-click on the ER Setup Installer MSI.
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Welcome to the Enhansoft
Reporting Setup Wizard

The Setup Wizard will install Enhansoft Reporting on your
computer, Click "Next® to continue or “Cancel” to exit the
Setup Wizard.

4) Click Next.

End-User License Agreement
Please read the following license agreement carefully

Software End User Licence Agreement

These Terms apply to the Enhanced Reporting Software
(the “Product”).

BY CLICKING THE ACCEPTANCE BUTTON, EXECUTING THIS
AGREEMENT, OR INSTALLING OR USING THE PRODUCT, YOU
(THE “LICENSEE”), ARE CONSENTING TO BE BOUND BY AND
ARE BECOMING A PARTY TO THIS AGREEMENT. IF THE
T.TCENSEE DOFS NOT AGREF TO ATT. OF THE TERMS OF THTS

(®) 1 accept the terms in the License Agreement:

W

() 1 do not accept the terms in the License Agreement
Advanced Installer

L <Bsx ||

5) Accept the license agreement and then click on the Next button.
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Select Installation Folder
This is the folder where Enhansoft Reporting will be installed.

To install in this folder, dick Next”™. To install to a different folder, enter it below or dick
"Browse”,

Folder:

I:'.‘:‘Prog'am Files (x86) |Enhansoft Inc\Enhansoft Reporting Installer | Browse...

6) Click Next.

Ready to Install
The Setup Wizard is ready to begin the Enhansoft Reporting installation

Click "Install” to begin the installation. If you want to review or change any of your
installation settings, dick "Back™. Click "Cancel” to exit the wizard.

7) Click Install.
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Import License Key File:

8) Import your license key and then click on the Next button.

Are you sure you would like to import this file?

9) Click Yes to this prompt.
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Diagnostic and Telemetry Data

Enhansoft automatically collects usage data over the internet. Enhansoft uses this  ~
data to:

a) Improve the user’s installation and upgrade experience.

b) Improve the quality and security of Enhansoft’s products and services.
The data collected ONLY includes version information about:
-Configuration Manager

-Operating Systems

-SQL Server

Enhansoft does NOT collect server names, site codes, or identifiable information |
about individuals such as names, email addresses or physical addresses. ™

v Allow Telemetry data Back | Next | Cancel |

10) Click Next.
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v Configure Hardware Inventory to Import ER Settings
Select the sms_def.mof file that is to be edited:

¥ Create Package and Programs
¥ Create SQL Stored Procedures

¥ Create Reports (SQL Server Reporting Services - SSRS)

[~ Do not creats RBA Reports (CMI12R2/CMCB only)

SSRS Reader Group

11) Ensure that Configure Hardware Inventory to Import ER Settings, Create Package and
Programs, Create SQL Stored Procedures and Create Reports (SQL Server Reporting

Services — SSRS) are all selected. Click on the Browse button listed under the SSRS
Reader Group.
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Select SSRS Reader Group:
- ForeignSecurityPrincipals CMCB - CB1

- GPOs NO CMSQLAdmin

-~ Intune _ CorfigMar IS Servers
-~ Managed Service Accounts CorfigMar R2 IS Servers

El MOMLatencyMonitors ConfigMgr Remote Control Users

= e

- OpsMgriatencyMonitors Denied RODC Password Replication G
- Program Data Distribution - Global

[+]- Server Distribution - Universal

[ System DnsAdmins

- Users Dmn UPdHu el Prm:y

Domain Controllers

12) Browse the Active Directory (AD) in order to locate the Configuration Manager SSRS
account reader group. This is the group that was created which allows the user to view
CM Report. Once the AD group is selected, click OK to continue.

If you choose not to enter a Configuration Manager SSRS Report Reader Group, the
following message will appear:

The SSRS Reader Account is blank. This account must be inputted for the
Computer Details Report to function correctly. Would you like to enter the S5RS

Reader Account?

13) Click Yes to continue.

'—Knhcmsoft
Page 22 of 250



Enhansoft — Your IT Asset Retrieval Service & Custom Report Leader

v Configure Hardware Inventory to Import ER Settings
Select the sms_def.mof file that is to be edited:

v Create Package and Programs
v Create SQL Stored Procedures
¥ Create Reports (SQL Server Reporting Services - SSRS)

[V Do not creats RBA Raports (CM12R2/CMCB only)

SSRS Reader Group
|GﬂHTEK\Ch[:B Report Reader

14) Click Next to continue the setup.

Note: The ER setup has a checkbox to install the non-RBA reports instead of the RBA
versions for CMCB and CM12R2.
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Reporting Services Connection String:

| hitp:/eme-cas-chb1/ReportServer
v http://cmers1Be-cbl /ReportServer
| hitp://cme-ssis-cb1/ReportServer

Report Folder:
|ConfigMgr_CB1/Enhansoft Reporting

SQL Port:

T —

15) Ensure the proper information is detected in the Reporting Services Connection String,
the Report Folder, and the SQL Port. Click Next.

Please select the reports you wish to install:

i - [#] List of PCs by Adobe License Type
-[¥] Count of Adobe License Types
List of PCs by Adobe SKU
-[¥] Count of Adobe SKUs
- "~ [#] Computer Adabe Details
£l [# Al In One
. '~ Alin-one PC View
i [ Configuration Manager Application Details

... [¥] Computer Details

<]

¥ Select All

16) Click Select All in order to install all of the reports in ER; otherwise, select the reports
individually, and then click Next.
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Setup Complete. 3 {

Setup has finished updating vour system.

Your Log file is located at: C:\Windows\CCMiogs'\EnhansoftReporting.log

17) Once the setup is complete, you can optionally review the setup log file. Note the log
file’s location for future reference. Click Finish to exit the Enhansoft Reporting Setup
Wizard and return to the MSI setup.

Completing the Enhansoft
Reporting Setup Wizard

Click the "Finish™ button to exit the Setup Wizard.

| <Back | Fnish Cancel

18) Click Finish to exit the Enhansoft Reporting MSI Setup.
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Verbose Logging for ER Setup
To enable the verbose logging mode, perform the following:

Open Regedit.

For 32 bit systems, navigate to:
HKEY_LOCAL_MACHINE\SOFTWARE\Enhansoft\ER

For 64 bit systems, navigate to:
HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Enhansoft\ER

Add the following string value: Verbose with a value of True.

When you run the ER setup, additional logging will be added.
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Client Setup

During the Enhansoft Reporting (ER) site server setup, two client packages are created: the
Enhansoft Reporting-ER package and the Enhansoft Reporting-MIR package. This section will
cover both client packages. First, though, let’s review the minimum requirements.

Minimum Software Requirements

In order to determine the ER details for each computer, Enhansoft Reporting-ER and Enhansoft
Reporting-MIR require a supported Windows-based operating system (OS) with .Net 3.5 or
higher for client applications. Supported OS are determined by the Microsoft Windows Lifecycle
fact sheet. If you have questions, please contact Support@Enhansoft.com.

Minimum Hardware Requirements

The minimum hardware requirements for the client setup are identical to those defined by
Microsoft® System Center Configuration Manager. Apart from this minimum hardware
requirement, there are no other additional requirements for ER. For questions, please contact
Support@Enhansoft.com.

Deploying the Enhansoft Reporting-ER Computer and User Programs
The Enhansoft Reporting-ER package contains three programs:

ER-Computer

ER-Uninstall

ER-User

Enhansoft Reporting -ER

leon Name Command Line Run Disk Space Requirement = User Description

[ - ER-Computer ER-Computer.exe Hidden 300 KB Enhansoft Reporting Computer
™ ER-Uninstall ER-Computer.exe /Uninstall Hidden 300 KB Enhansoft Reporting Uninstall
™ ER-User ER-User.exe Hidden 300 KB Enhanced Web Reporting User

The ER-Computer program will collect information that is related to the following report
categories:

e Applications and Packages

e Local Accounts and Groups

¢ Network Interface Controllers

e Proxy — computer details only

e Share

e SQL Server

e Volumes

The ER-User program will collect information that is related to the following report categories:
e Mapped Drives
e Mapped Printers
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e Proxy — user account details only
e User Programs

The ER-Computer program must be deployed first before the user program (ER-User) is
deployed. It is recommended that both deployments run on a daily basis to ensure the most
accurate and current information is captured.

When creating the deployment, it is important to ensure that the Rerun behavior is configured
with Always rerun program, as shown below.

Enhansoft Reporting -ER (ER-Computer) Status to All Desktop and Server Clients Properties X
General Content Deployment Settings Scheduling  User Experience  Distribution Points

This program will be available as soon as it has been distributed